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~ Abstract—The ability to accurately detect congestion events than the link capacity. A variable queuing delay leads terjit
in the Internet and reveal their spatial (where they happen) which can hurt the performance of interactive applications
and temporal (how long they last) properties would significantly or delay-based congestion control protocols. Queuing ieemo

improve our understanding of how the Internet operates. In this likelv to be ob d- h it id di d
paper we presentPongl, a novel measurement tool capable of Ikely [0 be observed, as such, It provides more diverse an

effectively diagnosing congestion events over short time-scales ~Much finer-grain information about the underlying congesti
50 ms or longer), and simultaneously locating multiple congested Hence, we focus on the increased queuing delay as a viable
points on an end-to-end path at the granularity of a single link. indicator of congestion.

Pong (i) uses queuing delay as indicative of congestion, and  contributions. Our contributions are threefold. First, we

(i7) strategically coordinates router-targeted probes with end-te develop a novel measurement methodoloay capable of accu-
end probes. Moreover, it ¢¢) has small measurement overhead, P gy cap

(iv) achieves high sampling frequency by sending probes tall ~ rately inferring spatio-temporal congestion propertiésnter-

intermediate nodes, including un-congested ones;Ydramatically  net paths. We demonstrate that our methodology achievés hig
improves spatial detection granularity (.e., from path segments precision in both spatial and temporal domains. Second, we
to individual links), by using short-term congestion history, @) implement our methodology and build a novel measurement

considerably enhances the measurement quality by adjusting oo -
the probing methodology €.g, send 4-, 3-, or 2-packet probes) tool — Pong Due to its lightweight (low-overhead) nature,

based on the observed path topology, andv(i) deterministically ~Pong can be used HOF Ohly for on-demgnd measurements,
detects moments of its own inaccuracy. We conduct a large-scalebut for long term monitoring as well. Third, we conduct a

measurement study on over 21,000 Internet paths and present |arge-scale measurement study (over 21,000 Internet Jpaths
their spatio-temporal properties as inferred by Pong. provide novel insights and enhance our understanding of
spatio-temporal Internet congestion properties.
Methodology. Consider two endpoints and the path between
the two, consisting of a number of intermediate nodes. Agsum
Motivation. Despite existing measurements of spat@il( a symmetric path for the moment for simplicity. The goal is
[2], [3]) and temporal .9, [4]) Internet congestion character-to detect the spatio-temporal congestion property of taihp
istics, developing a more insightful afjoint spatio-temporal at which links does congestion happen and how long does it
congestion “picture” of today’s Internet is valuable foveml |ast?
reasons. First, obtaining answers to questions suchi)as ( Our methodology consists of two steps. First, endpoints
where does congestion occle.g, at the edges, in the core,strategically combine end-to-end probes with probes tate
between ASes);i{) how long and how intensive is congestiono a certain intermediate node.g, 4 packets in total per
depending on its location, oti¢) what is the probability of sample measurement) to estimate queuing delays on the two
observing one or more congested points on an end-to-ef@lf paths between that intermediate node and both endpoint
path, would significantly improve our understanding of th®espite the fact that the resulting set of equations is under
Internet. Moreover, the ability to accurately pinpoint gested constrained [9], and thus the unique solution does not exist
locations in real time is useful for fault diagnosis.4, [3]), we manage to develop tiglhbwer and upper boundfor the
for the design of advanced delay-based congestion contg@leuing delays on targeted half paths. Second, we seqilentia
protocols €.9, [5], [6]) or for building enhanced distributed repeat the above coordinated measuremendl taodes along
monitoring systemse(g, [7], [8]). the path. By correlating half-path estimates that are close
Congestion has several appearances. The most severeinngpace and time, we manage to locate congestion at the
induces packet losses, occurring whenever no buffering gganularity of a single link.
available for newly arriving packets at a node. However, the Challenges and Approach.A challenge for the proposed
first indicative of congestion in the Internet is increasgu- methodology is path asymmetry: packets on forward and
ing delay occurring whenever the arrival traffic rate is greatelyackward paths between two endpoints do not necessarily
- ) - _ . share the same set of intermediate nodes [10]. The same holds
o e s s by o ol ooy 101 Path segments taveled by TTLimited probes or by piobe
1The Pong source code as well as our measurement data sets kotypub targeted” to intermediate nodes [3]. To solve the problera,
available at http:/networks.cs.northwestern.edu/pong introducemeasurable pairs— pairs of nodes on forward and

I. INTRODUCTION



backward paths that could be effectively exploited to supp@airs. Becaus®onghas a small measurement overhead.,,(

the coordinated measurements used by our approach. The keyi8 Kbps per path), it is suitable for large-scale Internet
insight is that even if probe packets do not travel the sameeasurements. We measure over 21,000 Internet paths in an
path segments, the 4-packdtf) methodology is still viable attempt to reveal their spatio-temporal congestion pridger

as long as probes share the sarnegestedsegments. Our measurement results show that the phenomenon of

In certain scenarios, even when probes share differéhieavily” congested edges is actually dominated by congest
congested points, we are able to exploit them by demoting intra-AS links. At the same time, we show that inter-
the approach to use 3- or 2-packet coordinated probes. WHA8 links behave almost the same at edges and in the core.
the queuing-delay bounds that we develop in such scenaridge to the “bipolar” behavior of intra-AS links, the Intetne
are necessarily looser than in the 4-packet scenario, thegge is 4.5 times more congested than the core. Our time-
are still extremely valuable and extensively used in pcacti domain analysis indicates that congestion happening asedg
Indeed, unique to our methodology is itelf-adaptability is clustered in time while congestion happening in the core
We leverage detected path topology properties and inferrisdrelatively dispersed. Finally, we gquantify the probapito
congestion patterns to automatically select the appripriabserve multiple congestion points on a path over a givea tim
probing techniqueif., 4-, 3-, or 2-packet). interval; we find that it grows as a power function of the time

Handling Measurement Inaccuracies and Interferences. interval length, and decays exponentially with the numkfer o
Our methodology combines both end-to-end probing am@ngested points.
probing to intermediate routers. The former is considered Avenues for Future ResearchWe are currently building a
susceptible to several interference facters, clock skew and triggered measurement system baseéongon the PlanetLab
route changes. The latter is considered susceptible tor otpatform [11]. The goal is to explore potential correlation
factors,i.e., some routers may assign a low priority to suchetween congestion and other fact@s, whether congestion
probes or not respond to them at all. As we will demonstragvents exhibit certain spatial locality, or whether cortiges
in this work, we are still able to effectively handle all tkesbehavior is correlated to the peering policies between .ISPs
measurement interferences inuaified and methodical way The system exploits the lightweight natureRdgngto perform
we define a new measumgyality of measurabilitywhich helps long term link congestion monitoring. Some congestion &ven
Pongto detect moments of its own inaccuracy, as we explaireing captured on a given link will serve to trigger the sgste
in more detail below. to monitor the set of links that is in the “neighborhood” oéth

In our methodology, we detect moments of all these igiven link. The underlying idea is to select vantage poihtd t
terferences, including: router response anomalig,(low provides the highest measurement quality for objectivkslin
priority, ICMP queuing, rate limiting), clock skew and cloc The reminder of this paper is structured as follows. In
jumps, temporary route alterations, permanent route algngSection Il, we introduce our measurement methodology,avhil
other unknown interferences that introduce extra packayde in Section Ill, we present our implementation — the mea-
Once interferences are detected, we address them by eittigiement tooPong Then, in Section 1V, we summarize our
filtering out measurement data affected by the interferelmce measurement results from large scale Internet experiments
by annotating measurement results with error estimates. Next, in Section V, we present related work. Finally, in Satt

Qualify of Measurability. The techniques we use to adapVI, we conclude.
tively choose a probing technique and the approach we use
to detect measurement interferences exploit a single measu Il. METHODOLOGY
— Quality of Measurability (QoM)Section III-C.1). The long ) )
term average value @oM indicates how well a path condition A Coordinated Probing
is satisfied, hence how well a probing technique can beThe first step of our approach is to estimate queuing
applied. The instantaneous value @QdbM depicts the quality delays onunidirectional half paths between endpoints and
of a measurement sample. It is also a sensitive indicator arf intermediate node. Because queuing can happen on both
anomalies. WheiQoM shows a small instantaneous value, wipbrward and backward directions of a path, it is impossible
infer that the corresponding probing packets are affected to directly measure queuing delays of targeted unidireetio
some anomaly. On the contrary, @oM shows a large value, half paths. Thus, we develop several novel methods to measur
we know that the sample has a good quality. them indirectly.

Evaluation and Measurement. We evaluatePong in the 1) Four-packet Probing: Consider a simplified symmetric
Emulab testbed, and show that our tool exhibits desirabke-meath scenario shown in Figure 1. Denote py sample one-
surement performance. It gives high resolution and acguragay delay between the source and the destination measured
both in identifying multiple forward congestion points aimd by a “forward” probe. Next, denote by,,;, the minimum
decoupling backward congestion points. We also show thabite-way delay observed (among measured samples.) Finally,
quickly converges to a suitable probing technique in respondenote byAf the correspondingueuing delayexperienced
to changing network conditions. by the “forward” probe, and computed asf = f — fiin.

Next, we deployPongon the PlanetLab testbed [11]. AtLikewise, denote by a sample one-way delay between the
first, we perform self-consistency tests on a large nhumber @éstination and the source measured by a “backward” probe,
paths and verify that congestion events at links shared by dind compute the corresponding backward queuing delay as
ferent paths are successfully detectedridependenendpoint Ab = b — b,,;,. Next, denote bys a sampleround-trip



Notations or Terms Brief Description Section
measurable point An intermediate node that replies to TTL-limited probes 1-A.1
f, b, s, d probe Four types of probing packets 1-A.1
Af, Ab, As, Ad Queuing delays measured by the four types of probing packets 1I-A.1
Afs, Afg Queuing delays of unidirectional half paths (forward diiea) 11-A.1
pairing To pair up ans and ad probe 11-A.2
measurable pair A pair of intermediate nodes used for pairing 1I-A.2
Lis,Uss, Ly, Ugq Lower and upper bounds @k fs, Afy 1I-A.3
Py, Prs, Prq Congestion probability of half paths 1-A.7
weighted congestion count | A measure quantifies congestion extent on a specific path ségmen II-B.2

weighted congestion frequendy A measure quantifies congestion status on a detected camyestint | 1I-C

TABLE |
SUMMARY OF IMPORTANT NOTATIONS AND TERMS

delay experienced by a “source” probe, from the source fto M, and byA f, the queuing delay on the same half path.
the middle-pointM and back, as indicated in Figure 1. Next, denote byA f; the queuing delay on the half path from

Similarly to the above scenarios, compute the correspandin/ to D; similarly, denote byAb, the queuing delay on the
queuing delay ad\s = s—s,,;,,. In a real implementations half path fromD to M, and byAb, the queuing delay on the
is the cumulative queuing delay experienced by a TTL-lichitehalf path fromM to S. Finally, denote bye the clock offset
packet sent by the source, and the corresponding ICMP replgtween endpoints' and D. Then, the following two sets of
packet generated by routéd . Finally, using a “destination” equations hold.

probe in the same way as the “source” probe, we compute the ( f = f, + f; + ¢ Af =Af +Afy
round-trip queuing-delay estimate from the destinatiorthe b=bs,+b;—c Ab = Ab, + Aby
samerouter M and back, a®\d = d — d.nin.- s = fs+ by or{ As=Af,+ Ab, 1)
d= b Ad=A Ab
O Intermediate node @ Source node <D> Destination node f+ l{d:—: i d Af + Al{Cl:+As i Ad
| Js ; #}Nﬂ‘ Ja > Given the measurements we obtain ¥ig probing A f, Ab,

e . As, andAd), our goal is to estimata f,, A fq, Abg, andAby.
@"""-O S ‘:é-"""— O— O-------<D> Unfortunately, the set of equations (1) is underconstdine
ikttt (e.g, [9]) and thus the unique solution does not exist. However,
we are capable of developinigwer and upper bound$or
targeted half paths. Indeed, our final goal is to understénd i
there is congestion on a link and what is its intensity. For

Assume acoordinated effort by the sender (i.e., source such a cause, estimations of queuing-defaygesare often
’ sufficient.

node) andreceiver (i.e., destination node) such that corre- .
) Iver (i nat ) su For example, forA f;, it could be shown thal\ f; € [Af —

sponding probes travel the appropriate segmeeisly syn-
chronously (we define “nearly” below). This is easy to acbie\Ad’ Af]or Afs € [As—Ab, As]. Thus, whenevenb or Ad

in the case off ands probes, both of which are generated b re small,owe h_ave a tigh'{ bound. fglrf’s. Indee.d, given that
the sender. Provided that the two probes are sent backetg-b round 83% of links experience tr_|V|aI congestion (Sectién .
they will travel the half path fromS to M concurrently [3]. -3), we are often able to reach tight queuing-delay bounds |
The same holds fds andd probes over theD to M half path practice. More details about the algorithm we use to develop
The challenging part is to provide nearly concurrent trafet queuing-delay bounds can be found in Appendix .

the f andd probes over thé/ to D half path; and the same ford_ 2)t I\/(;easut;gble Pairs ;he tﬁe)': tc;]halflenge dfor ?eb cc:(or- d
the b and s probes over theV/ to S half path. This difficulty inated probing approach s that the forward and backwar

exists because those probes are generated by differens.no ernet paths be““’e_er? two endpoints could be, and often are
To deal with this problem, we apply coarse-grained endgoirf Isjoint [10]. Thus, it is not guaranteed that probe packets

synchronization and probing-time rescheduling (Sectibn IWIII travel the same path segments, as idealized in F|gure L
B.2). To address this problem, we introduogeasurable pairsA

asurable pair is any pair of nodes, typically one on the
available bandwidth estimation techniquesy( [2], [12], [13], orward and the other on the backward path, for which probes

[14]) which require packets to be sent back-to-back to reveaihare the sameongesteqnath segments. For exampl_e , in the

desired network internals, we do not share the same probleﬁlgJ case, any pair of nodes that satisfies the condition

here. Because our scheme relies on goeuing delayas the Af+Ab~ As+ Ad (2)

indicative of congestion, it is the stationarity of that wal is a4-p measurable pair. Note that condition (2) is not strong

(on time scales ofens to hundreds of mig]) that effect our in practice. Since we are measuring queuing delays instead o

measurement accuracy. Second, even when desynchronizagibsolute delays, we only need probes to share thosgested

between probes grows to a level that jeopardizes the inferersegments, not the whole half-paths.

accuracy, we are able to accurately detect and filter suchFigure 2 illustrates an example scenario. Despite the fact

events, as we explain later in Section IlI-E.2. that forward and backward paths are disjoint, it is still sibke
Now, denote byf, the one-waydelay on the half path from to find pairs of nodes for which condition (2) is satisfied.drat

b \
b, \

Fig. 1. 4-p probing: a symmetric path scenario

It is essential to understand that contrary to capacity a



Complementary ) b S\Camplenmntary
Measurable Pair dprobe Observed by b probe only dprobe No complementary d probe available for this MP

Fig. 2. 4-p probing scenario Fig. 3. Fsd probing scenario Fig. 4. Fsbprobing scenario

in Section 1lI-C.2, we provide an algorithm for effectively Figure 4 depicts aifisb probing scenario. Because conges-
pairing s and d probes based on thieng term correlation tion resides only on paths shared iy s, and b probes, no
among delays measured by the four types of prab&iso, our complementary d probis required. Condition (5) is satisfied,
Internet experiments indicate that measurable pairs aite quandfsb probing can work effectively.
stable over time. This is because Internet routes do notgghan 5) Two-packet Probingg Common for the above three
so frequently, and also becausengestion patternand their techniques is the existence of measurable conditions, iohwh
spatial distributions are typically stationary over longene probes show certain correlation, as exemplified by Equation
scales, as we demonstrate later. (2), (3), (5). Not always are such conditions required to
For a given intermediate node, we are not always able to fiedtimate targeted half path queuing delays.packet probing
a measurable pair that satisfies condition (2). One exarsplds one such examplehd{ is another one, which we omit for
given in Figure 3. Becaudeprobe experiences congestion orspace constraints). In this case, only two types of probing
a path segment not shared by eitkeor d probes, condition packets are sent — ands probes.F's probing can always be
(2) is not satisfied. In such scenarios, we dsenotedprobing used since it does not require any special condition. As long
techniques consisting of a smaller number of packetg,(3 as an intermediate node responds to TTL limited proljas,
or 2 packets). Below, we explain such techniques and develmpbing is applicable.

appropriate queuing-delay bounds. For fs probing, the half path queuing delays on the forward
3) Fsd Probing: Fsd probing technique is similar td-p path become
probing to a great extent. It also requires pairing oand d (Afs € [Lyss Ups] Afa€[Lya, Usdl)
probes but it does not requiré probes. Any pair of nodes Lis=0
that satisfies the condition Uss = min(As, Af) @)
Af~As+ Ad 3) Lrg =maz(0, Af — As)

is anfsd measurable pair. Figure 3 shows an example scenario. Ura = Af.

As long asf, s, andd probes share the sangengestecpath ~ 6) Choosing a Probing Technique A same node might
segments, condition (3) is satisfied. become eligible for multiple types of probing techniques at
Denote byz an arbitrary half path and bi, andU, lower the same time. For example, tFeb scenario shown in Figure

and upper queuing-delay bounds for that half path. For spatecould be “handled” byfs probing as well. However, the
constraints, consider path segments on the forward path oflueuing-delay bounds are necessarily looser as the probing
fs and f,. Then, it could be shown that the half path queuinichnique gets more and more demoted. For exampld/the
delays on the forward path become bound forfsb probing (Equation (6)) is tighter than that fék
probing (Equation (7)), simply becauseprobe is available.
(LAfi il[jxf(‘b’ [X}] _AAfj)e [Lga Urdl ) Likewise, thel s, bound becomes even tighter fisd probing
Ufé _ min(A’s Af) 4) (Equation (4)), which is because thgrobe potentially brings
Lfs — maa(0 7Af ZAs) even more information about the underlying congestiorustat
U;Z _ mz’n(&d Af) Hence, we select the probing technique based on the folgpwin

order of priority:
4) Fsb Probing: Fsb probing technique employfss, andb

probes. Since it does not useprobes, no pairing is required. pri(4p) > pri(fsd) > pri(fsb) > pri(2p) (8)
The condition forfsb probing is:
As~ Af + Ab. (5) Finally, for a given node, probing techniques can change

] . over time. This is either due to path changes or congestion
In this case, the half path queuing delays on the forwaygcation hopping. As a result, for example, a node might be

path become used for4-p probing at first, but is demoted t&-p probing
(Afy € [Lys, Uss] Afa€[Lya, Usdl) afte_r some tir_ne,_ then switches fd or fsb probing frc_Jm time
Ly = maz(0, As — AbD) to time, and is finally promoted back to udep probing.
Uss = min(As, Af) 7) Inferring Qongestion: Now we explain how to convert
Liq =maz(0, Af — As) (6) half pa_th queuing delays to a more appropriate measure, the
maz(0, Af — As+ Ab), As> Ab probability a half path is congested. Indeed, probabilgyai
Upa = { Af, As < Ab. more appropriate measure because absolute values of gueuin

delay can be relative, yet persistence of congestion is what

2We do not need to resolve aliases. Alias resolution is neitieeessary ar€ interested in and it is well represented .by the proﬁyblll
nor sufficient to determine the pairing. measure. For a half path, denote byP, its congestion



probability. To computeP,, we apply a simple threshold- destination is congested. Likewise, condition (10) medias t
based approach. If theower boundof queuing-delay on a the half path between source ahfiP;,..q is not congested OR
half path is greater than a given threshbldle setP, to 1. the half path between/ P,,;; and destination isot congested.
Likewise, if the upper boundis below the threshold, we setThe above conditions are applicable for path segments that a
P, to 0. Otherwise P, takes a value between 0 and 1 whiciot at edges. For the two path segments at edges, the fofowin
is calculated as a function of tHewer bound upper bound conditions are usedP;s(M P.,;;) > 0.5, for the first path
and the threshold. WheR, is greater than 0.5, we regard thesegment, ands;(M Pheqq) > 0.5, for the last path segment.

half path as congested, otherwise not congested. To quantify the extent of congestion, we define a measure
called weighted congestion coufwCQC). Each time a path
B. Locating Congestion Points segment is identified as switch point we increaseNCC If

1) Probe Scheduling If we were concerned only by deter-there were no uncertainties, we would always set the incnéme
mining spatial path congestion properties, we would chaoseto be 1 such tthCCworks exactly I|!<e a counter. Howeyer,
send probes tall intermediate nodesoncurrently This would due to the existence of uncertainties, we use a weighted
provide an accurate “snapshot” of a path at a given momedRgrement € [0, 1]) to capture our confidence on each switch
in time. However, such an approach would limit the frequendPint: For example, the tighter the estimates of half path
by which we can sample the path; consequently, it wouRH€Uing del_ays are, the_ more confident our conclusion is,
degrade the minimum measurable time-scale of congesti§§nce the higher the weight will be. In addition, weuble
This is because some routers in the Internet rate-limit ICMP€ increment amount if the following condition is satisfied
responses (that we use ferand d probes) to a relatively for @ switch point:
small rate €.g, one response per 500ms or 1sec [3]). Yet, Pis(MPyeqa) < 0.5 and Ppa(MPigi) < 0.5. (11)
congestion events can happen at shorter time-scales [4]. . . -

To improve the path sampling frequency, we adsgt Condition (11) is much stronger than condition (10), and avhe
quential schedulingAssumen measurable poir;tse(g either satisfied it indicates a much higher confidence of congestion
individual nodes or measurable pairs) on an end-to-end. paif this SW'tCh point. We mamtanW_CC record_s of several
At time #,, we send the first coordinate probe setg( 4-p ifferent time scales. The shortest time scale is 10 seconds
probes) to the first measurable point. Next, at tige- 50 ms,
we send another probe set.d, 4-p again) to the second C. Tracing Congestion Status

measurable point, adjacent in space to the first @@ We  The sequential scheduling approach “visits” each switch
probe each measurable point once per second. Thus, we @t once every second, while our aim is to detect con-
capable of improving the path sampling frequency by a factgestion events at much shorter time scales. Indeed, we send
of n relative to the concurrent probing approach describegnsecutive probe sets0ms apart. Thus, once candidate
above. At the same time, it still ensures that probe sets éengestion points are located by tewitch pointapproach'
Consecutive measura.ble pOintS are sent I‘e|ative|y CloseV\i,% can ef'fective|yreuseCoordinated probes generatedab
time (50 ms apart). This allows owwitch pointapproach to jntermediate nodes to improve the sampling frequency of
accurately determine spatial congestion properties te$p¢ congested nodes.
fact that probe sets are not measuring network conditions atrhe method is as follows. We examineighted congestion
exactly the same moments. count (WCQ history of each path segment to determine
| P(MP,) P (MP,,,,) candidate congestion points. WCC history consists of six
| 10-secondWCC values of the recent 60 seconds. Based on

o |
T
~ MPeaq MPiaiy this, we compute aongestion positive rate (CPRJ [0, 1]) as
@lllllllc U U OIIIIIII@

N
"

~ described in Table II. A path segment is considered condeste
| Pry(MP, i) o Pra(MP4) ; if its congestion positive rate is nonzero.
Fig. 5. Switch point approach Condition satisfied CPR assigned
. . . 1 [ WCC of recent 10 seconds 1.5 1.00
_ 2)_ Switch Point Approach: Consider a path segment (a_l 2 WCC of recent 20 seconds 2 0.90
link in most cases) between two consecutive measurabléspoin 3 | WCC of recent 30 seconds 2.5 0.80
(MPs). Denote byM P,,..q a measurable point closer to the ‘5‘ wgg 0; rece”: ‘5‘8 Secongiz 5-85 g-gg
. of recen secon . .
source, _and byMPtm-l a _mea_surable point closer t_o the 6 T WGC of Tecent 60 seconds 3.25 035
destination, as illustrated in Figure 5. To becomesvaitch 7 T None of the above is satisfied 0
point, the path segment must satisfy both of the following TABLE II

conditions:

Pfs(]\/[Ptail) > 0.5 and Pfd(MPhead) > 0.9, (9) . .
Pro(MPheaq) < 0.5 or Ppg(MPygi) <05, (10) Suppose we receive a probing result from a measurable

point that says there is congestion in front of this meadarab

Conditiqn (9) means that the half path between source aﬁgint (on the half path between the source and that measurabl
MPiqi1 is congestedaind the half path betweed/ Pyeqa @and  4ingy but no congestion behind it. Based on this, we can

3In Section IlI-E.1, we provide a self-adaptive algorithnr feetting a drqw th_e conclusion .that one or more_candidate congestion
threshold value based on path properties. points in front of this measurable point are congested at

COMPUTATION OF CONGESTIONPOSITIVE RATE (CPR)



this moment. A special case, which we extensively use bytes — a 28-byte header plus a 28-byte UDP payload. For
practice, is that there exista single candidate congestions and d probes, the received packets are ICMP responses
point in front of this measurable point. For this case, wgenerated by intermediate nodes; their size is usually 56
can deterministically tell that the candidate congestiomp bytes. Assume an end-to-end path with 10 measurable points.
is congested at this moment. Because a considerable perd@rgs measurement overhead in terms of bandwidth becomes
of links in the Internet are not congested (Section IV-Dv@, 10 x 4 x 56 x 8 = 17,920bps ~ 18 kbps.
can achieve high sampling frequency of congested points bySandd probes are TTL-limited packets. Their TTL field in
reusing probes to un-congested ones. IP header is set to the hop humber of their probing measurable
To quantify traced congestion status, we define a measp@nt. In addition, ford probes we also use so-called “targeted”
called weighted congestion frequen§WCF) for each path packets. It is a UDP or an ICMP echo packet wdtstination
segmentWCF is computed over 30-second time intervals. IfP addressset to corresponding measurable point on the
there were no uncertainties, the meaningV@€F would be forward path. Targeted probe has the property that itsturn
the percentage of probe samples in the 30 seconds reporighis guaranteed to share (the latter half of) the forward path,
that a specific path segment is congested. However, due, the path thaff probe travels. However, isutgoing paths
to uncertainties, we introduce a weight ([0,1]) for each not necessarily consistent with (the first half of) the baatdv
sample when updatingVCF. The weight is proportional to path,i.e., the path that probe travels. On the contrary, the

the congestion positive rate mentioned above. regular TTL-limitedd probe does right the opposite thing: its
outgoing path is ensured to share the backward path, while
1. | MPLEMENTATION its return path is not always consistent with the forwarchpat

Therefore, targeted and TTL-limited probes “play well” in

A. Challenges and Obijectives : .
} ) cases of different path patterns, thereby supplementiny ea
We implement a novel measurement tool Peng Like i ar

many other toolsPongfaces several practical challenges. The 2) Matching Probing Time:
first is the lack of clock synchronization between end'hOStﬁrobing to function effectively.

and _the second is the I|m|t_at|_o_n of the maximum prOb'nﬁ_Iackets travel shared congested paths nearly synchrgnousl
rate imposed by ICMP rate limiting at routers. We cope wit particular, we aim to achieve the following., Figure

the first problem by developing a simple clock skew disposai. send_time(f) = send_time(s), send_time(d) =
algorithm explained in Section III-E.2. Indeed, because w nd,tz‘mé(b) recv,time(f)i _ ,recv,ti;rze(d) and
are only interested in measurimglative one-way delaysve recv_time(b) = recv_time(s). In practice, we can only

simply follow the well-established procedure.g, [S], [6]). girectly control sending times; therefore, for each mealsler
Moreover, the ability to detect relative one-way delay esro pair, we apply the following formulas:

by exploiting s and d probes in addition tof and b probes
improves our measurement accuracy. We cope with the second
problem by selecting long Internet paths thereby increptie

total number of measurable points along a path. As a result,
the overall probing rate improves.

Pong is unable to measure very slight or transient con- while we donot require *hard” synchronization between
gestion €.g, below 50 ms time scales), but rather measurgssender and a receiver, (provided that we are interested in
c_ongestion with considerable scale that repeats fre_q,u_emdr measuringrelative one-way delays) some level of synchro-
time. Thus, although the scope of measurements is inhgrenf|zation is certainly needed. The key problem is to implemen
limited, Pongis able to detect relatively stable and longer-liveghe third line of Equation (12)i.e, match sending times of
congestion events, which certainly enhances our undefisigin probes generated by different machines. To solve the pmble

For coordinate packet
it is required that profin

send_time(s) is predetermined®
send_time(f) = send_time(s)

send_time(d) = send_time(s) + fimin — dmin
send_time(b) = send_time(d)

12)

of spatio-temporal Internet congestion properties. we apply a negative-feedback mechanism we explain below.
The difference between the scheduled receiving timeg of
B. Probing and d probes is(send_time(s) + fmin) — (send_time(d) +

1) Sending and Receiving Probes All four types of dmin). This difference is calculated at sender and used as the

probing packets are UDP packets to a same UDP port. Ea{@gative fgedback to the receiver. If the absolute valudisf t_
packet is associated withpobe idand around id Probe ids difference is less than 1 ms, we regard that sender and ezceiv
differentiate probes sent to different measurable poifuaga N@ve maiched their probing times; otherwise, they adjust th
the path, andound ids differentiate probes sent in differentiime offset by communicating via a control channel. Upon
measurement rounds. Each measurement round is one sed§A8Ving an adjust-time-offset command from the channel,
long. During each round, sender and receiver sequentiaiig s ("€ receiver re-tunes the sending times cofand b probes
setsof probes to each of the intermediate measurable poing&cordingly.
as explained above.

For f and b probes, we encodprobe id andround idin C. Adaptive Tuning
the UDP payload. Fos and d probes, we encodprobe id
and round id in the 16-bitldentification field of IP header. 4Sending times o8 probes are predetermined by the sequential scheduling
The size of all four types of probing packets is usually 58gorithm (Section I1-B.1).



1) Quality of Measurability : A common prerequisite for not sufficiently high, we demote the probing technique.
4-p, fsd, andfsb probing techniques to work is a certain net- For all those hops on the forward path that are not consid-
work condition (identified by Equation (2), (3), or (5)). Suc ered to be joint nodes, we simply initialize the technique to
conditions are not strong, but must be effectively checke®-p probing. However, during the measurement, we still try to
To facilitate this checking we definguality of measurability promotethe probing technique by pairing nodes on the forward

(QoM) for each of the three techniques as follows: path with those on the backward path. We chégk)M,p,
((Af+Ab)—(Ast+Ad)| QoMysq, andQoM g, for these pairings. If any of th@oMs
QoMyp =1~ maz(Af+ADb, AstAd) become sufficiently highe(g, exponentially weighted moving
QoMyssq =1-— %‘Zﬁ% (13) average above a given threshold), we promote this hop to use
- As—(Af+Ab i i .
QoM =1-— W. the corresponding technique

Tuning probing techniques and pairing intermediate nodes
A QoM quantifies the extent to which a given condition igidaptively is a non-trivial task. A single probe may have
satisfied. If it equald, the condition is fully met; the closer multiple complementaryl probes available. Moreover, the set
to zero it is, the poorer the condition. Also, as inferrednfro of free d probes (has not yet paired up with otteprobes)
Section II-A.5, noQoMM is associated witl2-p probing, since changes over time due to technique demotions and promotions
it is guaranteed thaf ands probes share the first half of theTo effectively address the problem, for eachrobe, we assign
forward path. a priority for eachd probe candidate. Priority is computed
From each probe set sent to a given measurable poibased on#) how many times we have tried pairing with this
we calculate an instantaneo@@M value. However, a sin- candidate, 4) what was the average duration this candidate
gle instantaneou®oM sample is insufficient to accuratelyhas “worked” from the time it is successfully paired to thadi
determine whether a certain probing technique is suitaltlee technique is demoted, and:} what is the averag&oM
for a given measurable point. Thus, we useexiponentially this candidate achieves. We give higher priority to cantdisla
weighted moving averag® determine theoM trend over that are less frequently tried, achieve longer duratiomsl a
longer (than several seconds) time scales. Comparing theve larger averag@oM.
moving average ofoM with certain thresholds, we decide
whether we should promote to or demote from certain probi
techniques. The thresholds settings are shown in Table

They are tuned based on Internet experiments. Moreoverl) Experimental Methodology. We evaluatePongs per-
formance in theEmulab testbed. We emulate a topology

Tﬁ. Evaluating Pong in Emulab

Technique | Promote to the techniqu¢ Demote from the techniqu¢ — consisting of 12 nodes and 11 links. Each link has a capacity
4-p probing QoMyp > 0.6 QoMyp < 0.5 of 100Mbps and a delay of 2ms. The two nodes at edges
fsd probing QoMygzq > 0.6 QoMygsq < 0.5 P h th h . he 11 link

fsb probing QoMjg, > 0.5 QoM < 0.4 run Pong such that they measure congestion on the INKS

between them. We can generate congestion on arbitrary. links
To build modest congestion on a specific link, we leverage
TCP-based traffic generators provided Bynulab We use

we compute confidence for each individu@b)/ value. The Periodic on/off (50% time on, 50% time off) TCP cross traffic
larger the queuing delays observed by a probe set, the larjéih different periods to emulate simultaneous but indelgen
the corresponding confidence value, and the larger the weigRngestion on different links. Periods are varied in thegean
given to this sample when computing the moving averagéom 0.5 to 2 seconds. In this way, we control the “ground
Finally, to tell whether a measured queuing delag.(A f, trgth” of congested links. By comparing measured congestio
As, Ad, and Ab) is large or not, we set an appropriaté/‘"th the “ground truth,” we check the performance Rdng

threshold by using an algorithm we explain in Section Ii1-E.  2) Experiments. Here, we initially evaluate thé-p prob-
below. ing technique. At first, we create congestion at links 1, @, &n

in the forward direction. Figure 6(a) plotgeighted congestion

2) Technique Hopping and Adaptive Pairing Here, we : .
. : : ._count (WCQ and weighted congestion frequen¢WCF of
describe how to choose an appropriate probing techmqﬁ% h link. WCC indicates detected congestion on individual

f h I i -to- h. Th _ . i ;
or each measurable point on an end-to-end pat cm inks via the switch pointapproach (Section I[I-B.2)WCF

hallengi b-probl is how t irand d probes f . .
Z_s ai%%?dgpfgbir?gm em 15 now 1o pairand ¢ probes for traces congestion status on detected congested linksid®ect
j [I-C). Both WCC andWCF we show here are computed over

roDurgrr:? ::ee)t()ﬂc(;'trsetrﬂg, V}/r?f(;lrj:];{:gnviflg: ?nt(;[l'_?g_eerggteatﬁO—second time intervals. The figure shows tRangidentifies
brog P P P acf] three congested links with high accuracy.

Once we know the hop IP addresses in both forward an In addition to the three strong modes at congested links’

backward directions, we compare t_hese .IP_ addresses an .d n]%'égtions,WCC also shows some small values on other links
our best guess about their relationship; more specifical

which hops are joint nodasof the two paths. If a hop is a5 well. This is because tissvitch pointapproach assumes that

. - . . robes to two neighboring nodes capture network conditidns
considered to be a joint node, we pair up the approprat . .
; o . thesamemoment. However, to improve the temporal inference
and d probes for this hop, and set the initial technique to

4-p PrObing- During _the measurement, we ke_ep track _(_)f thesyye do not need to resolve aliases. A rough initial guess isgmgaccurate
quality of measurability (Equation (13)) for this hop. Ifig pairing will be achieved during adaptive tuning.

TABLE Il
QOM THRESHOLD SETTINGS
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Fig. 6. Emulab experiment: 4-p probing scenario
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two probes not exactly at the same time. As a result, sugh ‘ Threshold: 1.61ms g s
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inconsistency could lead to a false conclusion about cdiges & ‘l 2 °
on an un-congested link. However, as we can see in the figuge, s 3 s . gkl
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the_effect _of such a fglse alarm is very limited, and it can [ | . S UL HTHTTT T
easily be filtered. This is exactly the reason WWCF always 1357 10131619 222528 1357 10131619 222528
remains zero on un-congested links. Bin # Bin #

(a) An Emulab path (b) An Internet path

Next, we add two additional congested links (links 2 and
5) in the backwarddirection. Figure 6(b) plots measurement Fig. 7. Example queuing-delay distributions
results in this case. As we can see, although MBC and
WCF on the three forward bottlenecks are blurred a Bang 0 means queuing delay is less thamnvalue (0.15ms)
still identifiesforward bottlenecksvith high accuracy. Finally, and bin 29 means queuing delay is larger thmaxvalue
we remove these two backward bottlenecks and add two m¢24.7 ms). Bin 1 to bin 28 are regular bins, which span
forward bottlenecks (links 5 and 11) instead. Figure 6(owah the range fhinvalug maxvalug. Bin size of bin 1 to bin
that Pong successfully identifies all the five bottlenecks. 28 increases exponentially with a factor of liz., bin 1

3) Accuracy of Probing Techniques Here, we evaluate is [0.15ms, 0.18 ms], bin 2 is [0.18 ms, 0.216 ms], ..., bin
the performance of different probing techniques use®byg 28 is [20.6ms, 24.7ms]. Based on such bin settings, we
Our results are summarized as follows} 4-p probing gives categorize queuing delay distributions measured in theret
very high resolution and accuracy in identifying multipler-f into several patterns and design a threshold setting Hieuris
ward congestion points and decoupling backward congestitam each of these patterns.
points. ¢3) Fsd and fsb probing also show relatively high Figure 7 shows two examples of a dominant queuing delay
accuracy (much higher thatp probing). ¢ii) 2-p probing is distribution we observe in our experiments. One is the end-
unable to decouple backward congestion points due to uskiegend queuing delay distribution of the 11-link path in our
only f ands probes. However, even in the worst case scenariomulab experiment. The other is the end-to-end queuing/dela
where2-p probing is used for all intermediate nodes, a singléistribution of an Internet path which also consists of hkdi.
congested link on the forward path still can be identifieds we can see, the distribution on the Emulab path shows
with high accuracy. i) Our adaptive tuning algorithm is a sheer two modes pattern — one corresponds to samples
sensitive to path condition changesd, location changes of observing no congestion, the other corresponds to samples
bottlenecks, route changes of probing packets). It comgetg o0bserving congestion. While the distribution on the Intérne
a suitable probing technique quickly, within 5 to 10 secondath is inherently blurred, we can still observe two relelv
in our experiments. strong modes. In both scenarios, we set the threshold to a
proper value in between the two modes, as shown in the figure.

2) Other Tunings:

Handling clock skew and clock jumps.Clock skew and

1) Evolving Threshold Setting Algorithm: In practice, clock jumps on end-hosts can significantly affect the aayura
setting appropriate thresholds for queuing delays (to déeciof queuing delays measured byandb probes.Pong detects
whether a path or a path segment is congested, Sectiondbck skew and clock jumps by tracking changes faf;,,
A.7 and IlI-C.1) is a key to the measurement accuracy ahd b,,;,. For example, a linear decrease ff.;,, Or b,in
Pong However, the round-trip queuing delay, the end-to-end time indicates clock skew. Once clock skew or clock jump
queuing delay, or the half-path queuing delay we can measigeletectedPongautomatically filter out affected measurement
directly or indirectly is thedelay-sumof many links. Due data to minimize measurement errors.
to link heterogeneity of the real Internet, setting thrddeo  Handling route alterations. A path may experience route
for queuing delays is a non-trivial task. The thresholdisgtt alterations which can cause erroneous packet-delay @ssma
algorithm and queuing delay distributions we explain belo®ong can easily detect route alterations \dgprobes. Once
are based on testbed and Internet measurementsBraniab route alteration is detecte®pngpauses the measurement and
and PlanetLabexperiments. keeps track of route alterationPong resumes measurement

To stat distributions, we divide the range of queuing delayshen the path is converged again.
into 30 bins. Bin 0 and bin 29 are two special ones. Bin Filtering out other anomalies. QoM is a sensitive indicator

E. Tuning Pong in the Internet



of errors. By using instantaneo@M, we are able to filter first hop, we move forward. If a hop shows an ASN different
out many other anomalies, for exampl€MP queuing The from the previous hop, we infer that either the link between
time it takes a router to generate an ICMP response is usualgse two hops, or the link in front of the previous hop, is the
stable and small ([15], [3]); however, this is not always thmter-AS link. However, we do not know which of the two is
case,e.g, 100 ~ 300ms periodic jumps can occur everythe actual inter-AS link. In such a case, we simply mark both
60seconds as found in [3]. When anomalies hapggol links as inter-AS links. Although this results in overestired
shows a small instantaneous value, which in turn shapes thanber of inter-AS links, we find it has little affect on our
weight of an affected sample to a small value. Thereforénal results.
probing results affected by anomalies have extremely smallln addition, we divide links into edge and core links based
effect when updating the final measurement result. on their location on the path. To represent location, we use
a normalized location in the format of a percent number,
i.e, 0% means the first link on the path, closest to the
source, and 100% means the last link on the path, closest
A. Experimental Setup to the destination. Edge links are those haimation <

We perform a large-scale Internet experiment using over 380% or location > 80%; and core links are those have:
PlanetLab hosts. Although some argue that PlanetLab ddes 2¥% < location < 80%. (The value20% and 80% are set
provide a very representative view of the Interreety( because based on the spatial distributions of congestion propesie
about 85% of the hosts are located WittGREN — Global measured. Most congestion properties show sharp changes at
Research and Educational Netwdyrht is still a very useful these two locations.) Combining the two taxonomies, we now
platform for experiments on WAN. In any case, the questidiave four types of links as shown in Table IV:
whether the results from our study could be generalizedéo th ] ] ] ] ]
Internet as a whole, while extremely interesting, is beythrel :2:::?2 Zgg: ::QE ggtgcigfsdﬁﬁk“gr :‘:z;&‘e”}:rsa'AS fin
scope of our work here. Currently, we are unable to make any | intra-AS core link | both a core link and an intra-AS link

IV. MEASUREMENTS

such generalizations. inter-AS core link | both a core link and an inter-AS link
Our experiment has measured 21,861 paths within 10 days. TABLE IV
We measure each path for 100 minutes. Out of these paths, we LINK CLASSIFICATION

filter the data suspected to have non-negligible measuremen
errors. (One major cause of such measurement errors is FeSelf-consistency Validation
undesirable environment at PlanetLab hostsy, quite a Here, we correlate observations from different endpoints
number of hosts are heavily loaded and clock synchronizatithat measure the shared path segments concurrently, and
fails.) This leaves us with 17,587 paths (80% of the origingletermine if the measurements are consistent in both $patia
data), which is the data set we use to generate the measureragd temporal domains. Consistency over a large nuriter (
results in this section. over 3,500 in our case) of independent measurements is a
1) Congestion Spikes To study properties of conges-strong indicator of the validity of the approach.
tion, we introducecongestion spikesA congestion spike is  We collect data useful for self-consistency validationhie t
a continuous congestion period on a path segment durifafiowing way. First, from the raw data, we collect a total
which queuing delay on a given link is consistently abovef 346,591 congestion spikes. Then, we select the congestio
a threshold. samples that reside exclusively qysical links for which
A congestion spike starts whemon-trivial congestion is both ends are measurable points. In this way, we guarantee
detected on the path segment and ends when no congestibat we know the accurate locatiohe(, on the granularity of
or only trivial congestion, is detected within a given périoa single link) of these samples. This leaves us with 335,391
of time. In our implementation, congestion spikes on a patBmaining samples.
segment are identified by exploitingreighted congestion We further reduce the data set by filtering out congestion
frequency(WCF), defined in Section II-C. It is a measuresamples that happen at network edges. We do this for two rea-
reporting the fraction of samples that observe congestion sons. First, congestion scale on edge links is much larger th
a path segment during 30-second time intervals. A congestithat in the core (see Section IV-D). Thus, to make our result
spike starts wheWCF exceeds 0.02, and ends when it fallsnore convincing, we prefer to show self-consistency rssult
back below this value. on links for which the congestion scale is relatively small.
2) Intra-AS vs. Inter-AS and Edge vs. Core In addition Second, links near the core are more likely to be measured by
to being capable of detecting congestion locations redativ endpoints from different physical locations. Thereforatadon
their hop distance from the endpoints, our goal is to separdhese links is more suitable for self-consistency valwlati
congestion events happening on intra- and inter-Auton@mou After filtering out congestion samples residing at edges,
System (AS) links. Inter-AS links are believed to be mor&60,813 samples remain. These congestion samples happen
congested, due to complex ISP peering policies [16]. on 6,168 different links and 8,552 different paths. We find
To this end, we first resolve the AS number (ASN) for eacB,500 links are shared by more than one path (799 links by
hop on a path, based on its IP address and by using the lataste than 10 paths and 60 links by more than 100 paths).
BGP routing tables collected by thoute Viewsproject [17]. Among them, we pick up the eight links that are shared by
Then, we reveal the link type based on ASNs. Starting from tllee most paths. Table V describes information of these eight
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on

links. For example, link 2 is shared by 301 different paths'a.: o= Utiization of 2-p probing
these paths source from 57 PlanetLab hosts and are destigﬁd 08 B Ulliaation of taryoteg arobe (when 4-p probing is used) o wy |
to 35 PlanetLab hosts. 2 06 | me g g e
o 04 :
Link Type Path | Sender| Receiver E o2k BrErg g e B e 2T B o
Link 1 | inter-AS | 312 | 3 140 8
Link 2 | inter-AS | 301 | 57 35 = 0 20 40 60 80 100
Link 3 | intra-AS | 295 | 19 69 Location (%)
Link 4 | inter-AS | 294 | 32 38 : : I .
Link 5 | inter-AS | 262 | 120 3 Fig. 8. Technique utilization vs. location
Link 6 | intra-AS | 252 | 54 31 ) . .
Link 7 | intra-AS | 243 | 6 110 Figure 8 shows spatial locations féfp and2-p measurable
Link 8 | inter-AS | 239 | 14 101 points as well as for routers supporting targetiggrobes. Fig-
TABLE V ure 8 shows tha#-p and 2-p measurable points prevail: their
TOPEIGHT CONGESTEDLINKS OBSERVED BY MOST PATHS sum is typically above 90%. However, the spatial distriboiti

is not uniform. For the links closer to edges #g technique

For each of the eight links, we check related paths kyrevails, which means there are many complemerndgmobes
examining sets of link congestion status graphs generatedavailable. For the links closer to the comd, 50% location),
Pong We find thatPonglocates congestion points with verythe amount of complementary probes decreases. This is
high accuracy. There are almost zero false positives on thecause forward and backward paths are typically disjdint a
links close to the shared link. For the vast majority of thedbe core [10]. However, the figure shows that many of the
paths,Pong showsno congestion on links right in front and intermediate nodes odisjoint paths in the core (over 45%)
right behind the shared link when the shared link is congesteould still be successfully paired.
This means thaiPong experiences no ‘“leaking” effects in
which congestion at one location is incorrectly allocated tp. Spatio-temporal Congestion Properties
neighboring links. For those paths that do show congestion

) . . . o To ch ize | i ies i fine-
on neighboring links, we find that such neighboring links are O characterize Intemet congestion properties in a fine

the ones that are on the side closer to the edae. Such i rained and diversified manner, we introduce novel measures
ge. .'%;éow, we present these measures (Table VI) and summarize
are also congested at other moments when the shared li

S
are not. Therefore, we conclude that such neighboring lin

eir average values (Table VII). At the beginning of each
o o : 3’rthcoming subsection, we explain each measure and discus
are actually experiencing congestion instead of showitgefa
positives caused by congestion on the shared link.

its spatio-temporal properties.

We also check temporal consistency for the congestion MeCaSUfe 'c\:/'ea“i”?_ R — . -
. . . - _ ongestion aurationduration orf a congestion spike.
measured on shared' links. To aqcompllsh this, we flnq con I Congestion intensitgf a congestion spike.
current measurementise., overlapping measured time periods SCT | Segment congestion time
for paths associated with a shared link. Then, we plot and [ SCF Segment congestion frequency
manually examine these periods. The results show relgtivel TABLE VI
high temporal consistency: during an overlapping peridd, i SUMMARY OF CONGESTIONMEASURES
on one path we observe congestion of the shared link, we can TG SoT T scF T seT
. . . H SCF
a]sq observe |t_on other paths. at the same time and with 193 T 0063 T 000331 0032 6.965
similar congestion scales and time patterns. NUa-AS 5.08 | 0.070 | 0.0046 | 0.041 | 0.113
Inter-AS 1.54 | 0.043 | 0.0011 | 0.019 | 0.059
Edge 231 | 0.081 | 0.0058 | 0.047 | 0.124
. e Core 1.50 | 0.044 | 0.0013 | 0.020 | 0.068
C. Technique Utilization Intra-AS (edge)| 2.37 | 0.084 | 0.0068 | 0.054 | 0.124
. . Inter-AS (edge)| 1.53 | 0.044 | 0.0011| 0.018 | 0.060
Here, we summarize the resylts fqr th_e L_Jse_of different  —nga-AS (core) | 1.50 | 0.045 | 0.0016 | 0.021 | 0.074
probing techniques and show their spatial distributiorciSn- Inter-AS (core) | 1.49 | 0.043 | 0.0011| 0.019 | 0.057

formation reveals valuable information about underlyireghp
topologies and spatial congestion distributions. The aVer
result is as follows. Thel-p and 2-p probing techniques are
utilized 56% and 36% of time respectively on average. fEie
probing is utilized 7% of time, anfsd probing is only utilized 1) Congestion Duration We define a congestion spike as
1% of time approximately. The large percent #rand2-p a continuous congestion period on a path segment (Section IV
probing is not a surprise. As explained in Section IlI-C12) A.1). Congestion durationis simply the spike duration. Our
probing is always tried first, ang-p probing is the last resort. measurements over all collected spikes indicate that the sp
Fsdandfsbtechniques are applied only as transient techniqudaration is not small. Its average is about 2 minutes, while
between the default ones. Therefore, their percent is mgt. hi 10% of the spikes last longer than 4 minutes.

Particularly, for a large majority of cases whefisgl probing Edge vs. coréshown in Table VII (columrCD)). Averaging

is applicable, we can also find an appropriate pairing to makeer all congestion spikes, congestion duration at edges is
4-p probing work. Hence4-p probing is finally used. This is larger than that at the core (2.31/1.5; 1.54 times largeng T
exactly why percent ofsd probing is the lowest. pattern is almost the same (2.37/1.5; 1.58 times larger)eif w

* Values of CD are in minutes.

TABLE VI
AVERAGE VALUES OF CONGESTION MEASURES



11

only consider congestion spikes on intra-AS links. However Edge vs. coréshown in Table VII (columr8CT) and Figure
if we only consider congestion spikes on inter-AS links, i10(a)). Averaging over all measured path segments, segment
does not show this pattern. On inter-AS links, congestiaongestion time at edges4sb timedarger than that at the core
duration at edges is very similar to that at the core (1.83/)1. (0.0058/0.0013). If we only consider intra-AS links, theoab
Nevertheless, as we can see, the overall pattern is dordinatatio remains almost the same (0.0068/0.0016). Howevese if
by the pattern on intra-AS links. only consider inter-AS links, there is no such pattern. As we
Inter-AS vs. intra-Agshown in Table VII (columnCD)). can see, segment congestion times at edges and in the core
Averaging over all congestion spikes, congestion duration become the same (both are 0.0011).
intra-AS links is larger than that on inter-AS links (2.0%42; Inter-AS vs. intra-ASshown in Table VII (columnSCT)
1.35 times larger). If we only consider congestion spikeand Figures 10(b), 10(c), 10(d)). The segment congestoa ti
at edges, congestion duration on intra-AS links is 1.58atistics shows similar inter- vs. intra-AS patterns a&sahove
(2.37/1.53) times larger than that on inter-AS links, largean measures.
the overall average. However, if we only consider congestio 4) Segment Congestion FrequencyFor a given segment,
spikes at the core, congestion duration on intra-AS linkse define thesegment congestion frequen@hown in Table
becomes almost the same as on inter-AS links (1.50/1.49) VIl (column SCF) as the ratio between the number of 30-
2) Congestion Intensity Congestion intensityof a con- second time periods during which non-trivial congestion is
gestion spike is defined as the averagezighted congestion observed on that segment, and the total number of 30-second
frequencyWCF) during the congestion spike. Below, we focuperiods during the entire measurement. This metric repisse
on the spatial-temporal distribution of this measure. the congestion frequency over a longer time scale.
Edge vs. cordshown in Table VII (columrCl) and Figure  The ratio between the segment congestion frequency and
9(a)). Figure 9(a) shows that the congestion intensity gesd the normalized congestion tim%?%, describes the overall
is larger than that at the core. For example, 15% of spikes“abngestion density”€ [0, 1]). The larger the value, the more
edges have congestion intensity larger than 0.1, while 4%y clustered in time the congestion events are. Our experiment
of spikes in the core achieve such intensity. If we only coesi indicates that the congestion density (shown in Table VII,
congestion spikes on intra-AS links, this pattern becornes e column %) monotonically decrease from edges to the core
more obvious (not shown in the figure; the result is available.g, 0.124 vs. 0.068). This reveals that congestion events at
in Table VII). Also, if we only consider congestion spikes oedges are relatively clustered in time, while dispersechat t
inter-AS links, the congestion intensity at edges is vemyilsir  core.
to that at the core.
Inter-AS vs. intra-AS(shown in Table VII anq Fi.g'ures E. Path-level Congestion Properties
9(b), 9(c), 9(d)). Figure 9(b) shows that congestion initgns ) ) ,
on intra-AS links is larger than that on inter-AS links. For 1) Path Congestion Time To characterize the path-level
example, 12% of congestion spikes on intra-AS links agPngestion, we simply sum up the normalized segment conges-
“stronger” than 0.1; at the same time, only approximately 340N times fpr all segments that cqnstltute this path, artdl_nb
of the spikes on inter-AS links have their intensity largeart (h& normalizedpath congestion timelf the path congestion
0.1. If we only consider the edge (Figure 9(c)), the inter- vdme is less than 0.002, the path is considered to have
intra-AS intensity increases — CDF curves are more dista®ft trivial congestion. Otherwise, if it is less than 0.03, we

from each other. However, if we only consider the core (Fagucharacterize the path as beisfghtly congested. If the path
9(d)), congestion intensities on inter-AS and intra-A%gimre Ccongestion time resides between 0.03 and 0.15, we regard
almost the same. this path as beingnoderatelycongested. Finally, if the path
congestion time is larger than 0.15, we characterize thk pat
as beingconsiderablycongested. Table VIII summarizes the
ﬁ)question properties of measured paths.

3) Segment Congestion Time For a given path segment,
we define the normalizesegment congestion tinas the ratio
between the number of probe samples reporting congest

on that segment and the total number of probe samples All paths 17,587 | 100%
available for that segment during the entire measurement. Paths with no or trivial congestio 8,434 | 48.0%
Simolv s : PN ; ; Paths with slight congestion 5,453 | 31.0%
. Py _pea_klng, It mdl(?ates the fraction of time the segtme Paths with moderate congestion 2,412 | 13.7%
IS experiencing congestion. Paths with considerable congestidn 1,288 | 7.3%

Figure 10(a) depicts the complementary CDF (CCDF) char-
acteristic for the segment congestion time for all measured
segments (the curve is marked by “all”). The curve shows
that 17% path segments experience non-trivial congestionThe result shows that approximately 52% of paths experi-
(congestion time larger than 0.001); 5% path segments hamce non-trivial congestion. Thus, despite relatively aratk
the normalized congestion time larger than 0.01, and 1% paégment congestion time (Section IV-D.3), the path comyest
segments have the congestion time larger than iel they time is considerable due to an accumulation effect — an end-
are congested more than 10% of the total measured tim&:end path “picks up” congestion on all underlying links.
Our experiment was rugontinuouslyover 10 days. As such, 2) Multiple Congestion Points Figure 11 shows the
our results include not only day-time measurements, but algrobability of observing one or more congested points on
nearly zero-congestion night-time periods. an end-to-end path as a function of time-scales. Naturally,

TABLE VIl
PATH-LEVEL CONGESTIONPROPERTIES
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Fig. 10. CCDF of segment congestion time

over longer time-scales, the probability to observe cotiges [14], [23]), or bottleneck location ([2], [23]). Routergponse-
increases. For example, the probability to observe at l@ast based approaches probe intermediate routers along a péth an
congested point over 30-second-long time intervals is ,0.2%iagnose link-level properties such as queuing delay, gtack
while it becomes as much as 0.46 for 30-minute-long intarvateordering, packet loss rate, and the corresponding lotati
Likewise, for a given time-scale, the probability to observ Pongcombines approaches of both categories and focuses
multiple congestion points decreases. For example, for 1dn inferring link-level queuing delays and congestion loca
minute-long time intervals, the probability to observe tao tions. Pong sends both end-to-end and router-targeted probes
more congested points is 0.1. Yet, the probability to see abd correlate them in a novel way. Unlike end-to-end tools
or more congested points within the same interval is belosuch asPathneck2] or Stab[23], which can only locate the
0.001. dominant bottleneck or minor bottlenecks in front of the
With nonlinear least squares regression, we find that tdeminant onePongis able to locate all congested points on
probability P to observe more thanV congestion points a path. Unlike router-response-based tools suciudip [3]
simultaneously ovefl’ minutes long time intervals can beor Pathchar [21], Pong correlates probes sent to different
approximated by the following relationship: intermediate routers in a more effective way, thereby achge
Ta a higher accuracy with a much lower traffic overhead.
Po =5y (a=04~05 =04~06) (14) BFind [24] exploits TCP’s property of gradually filling up
the available bandwidth and combines it with router-tagdet

1 probes to measure the location of dominant bottlenecksir The
At experiments on PlanetLab show thain-accessottlenecks
O are equally split between intra-ISP links and peering links
) }3‘1; between ISPs. This is consistent with our results (Sectibn |
a = -0 e — % . . . .
B 001 Temecsi e i SR D) that congestion beyond the edge behaves similarly oa-intr
o 02, a7 /Vj >= 1 congestion points—— R . R . .
g w20 22 4 Songestion points % AS links and inter-AS links. As recognized by its authors,
2= 2 Congestion palnts =~ the main drawback wittBFind is that it is a heavy-weight
0.001%- >= 6 congestion points--e--- 3 iy e
22 § congestion points-—+ - tool that sends a large amount of data. As a result, it is only
oy |, 510 Congestion pains v applicable for short duration measurements. In compayisen
052 4 6 8 10 12 14 16 18 20 23 26 30 overhead ofPongis very low, hencePongis also competent

Timescale (minutes)

Fig. 11. Probability of multiple congestion points for continuous monitoring.

Gurewitz and Sidi perform a mathematical study on esti-

mating one-way delays from round-trip delay measurements
V. RELATED WORK [25]. However, their approach is difficult to apply in praxi

Active measurements can be divided into two categoriefer two reasons: i it requires knowledge of the exact path
end-to-end approaches., [18], [12], [13], [2], [14], [19]) traveled by a round-trip probe, while in practice the retagn
and router-response-based approacheg, ([20], [21], [3]). path from a router usually can not be measured éven
End-to-end approaches send single probe packets, padtset pd exact paths can be measured, the set of paths still has a
or packet trains. They measure one-way delay or packegh probability not to satisfy the topology relations réqd
dispersion and infer end-to-end path properties such as bloy their algorithm. In contrast, sindeong measures queuing
tleneck capacity ([12], [22], [19]), available bandwidfif], delays instead of absolute delays, it can easily mitigate th
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two problems —Pongtolerates agnostic of paths that probegii) strategically combine end-to-end and router-based grobe
actually travel; also, the desirable conditions Rumgto work to achieve high sampling frequencyii effectively self-adapt
have a high probability to be satisfied in practice (Sectien Ito the inferred topological characteristics and path cetige
A.2). In addition, the approach of [25] requires measureerproperties to improve the quality of measurement; aing (
from a large number of vantage points, whlengonly needs accurately detect and filter out periods of measurement inac
measurements from the source and the destination. curacy. Experiments in the Emulab testbed verify tRahg
Network tomography approache®.q, [26], [27], [28], achieves high accuracy in both spatial and temporal domains
[29], [30], [31]) exploit temporal correlations among mplée We deployedPong in PlanetLab, and measured spatio-
receivers in a multicast-like environment and infer linkde temporal characteristics of over 21,000 Internet pathst Ou
characteristics such as delay and loss by only using emuahdo- findings are as follows.iJ The network edge is more fre-
probing. A recent workMils [9], has developed an unbiasedjuently congested than the co#)5 timeson average. i)
algebraic model that significantly reduces the complexity ¢lowever, once the congestion happens, the congestion-inten
network tomography and improves its inference accuracity at the edge is on average only 1.84 times larger than that
However, in comparison witRong even when equipped with in the core. {i¢) Overall, intra-AS links are more congested
Mils, a network tomography approach is still more complexhan inter-AS links. More precisely, most congestion oscur
In addition, since network tomography infers link propesti on intra-AS links at edges(iv) At the Internet edges, intra-
by measuringsharedsegments of multiple paths, it does noAS links are much more congested than inter-AS one}. (
work if an objective link can not be mapped to a sharelh the core, congestion on intra-AS links and congestion on
segment. Therefore, its measurable range on an indivicathl pinter-AS links are similar.«) Intra-AS links at the edge are
is limited. On the contraryPongis able to measure all links significantly more congested than intra-AS links in the core
on a path. Moreover, it is challenging to deploy a networfwii) For inter-AS links, there is little to no difference in the
tomography tool to generate measurement results in real tikongestion at the edge and in the cotéii) Congestion events
asPongdoes. at edges are relatively clustered in time, while dispersed i
The network radarapproach ([32], [33]) uses only round-the core. {z) Approximately 17% of segments we measured
trip time measurements, and thus no longer requires thakeoll experience congestion; but only 1% of segments experience
oration from receivers. As a result, it makes the measurésnenongestion more than 10% of timez)(Almost 52% of end-
much easier to deploy and significantly expands the scopetofend paths experience non-trivial congestion and 7.3% of
measurable ranges on individual paths. However, the tfadetiiem experience considerable congestian) The probability
is radar’s vulnerability to interferences from shared segte to observe multiple congested points on an end-to-end path
on return paths and from “noises” caused by receiving hostsjer a given time interval grows as a power function of the
thereby reducing its measurement accuracy and robustnésterval length, and decays exponentially with the numbfer o
In contrast,Pongachieves both high accuracy and robustnesengested points.
in practice. In addition, althoughetwork radarsignificantly
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APPENDIXI
DEVELOPING BOUNDS FOR HALFPATH QUEUING DELAYS

First, we explain the method we use to estimatg, in the
4-p probing technique. For convenience, we replicate Equation
(1) from Section II-A.1 here as Equation (15). This is the set
of equations that hold in thé-p probing scenario.

Af=Af+Afq

Ab = Abgs + Aby

As = Afs + Abs

Ad = Afd + Abd

Af+Ab=As+ Ad
We start the estimation with two candidate ranges:

Candidate range 1: Afs € [Af — Ad, Af]
Candidate range 2 : Afy € [As — Ab, As]

In the ideal scenario, the lower bound of the two ranges
should be the sameége., Af — Ad = As — Ab. However, in
practice, these two values could be differed to some exteat d
to measurement errors caused by imperfect synchronization
between probes sent from the two endpoints. Thereforer;, afte
aligning the lower bounds in a conservative way, we take an
intersection of the two ranges to reach the re§llt;, Uy;).

The method to estimaté f, is essentially the same, the
only difference is that we start with the following candigat
ranges:

Candidate range 1: Afy € [Af — As, Af]
Candidate range 2 : Afy € [Ad — Ab, Ad]

We can also estimate the two half-path queueing delays in
the backward directioni.e., Ab, and Aby) in a similar way.

As we can see, in thel-p probing scenario, we have
two candidate ranges when estimating each half-path ggeuin
delay. This provides certain redundancies, which is an impo
tant reason why4-p probing can be more accurate than all
the other three probing techniques. The methods we use to
estimate half-path queuing delaysfsd fsb and 2-p probing
scenarios do not have redundant measurement data. We simply
follow Equations (4), (6) and (7) respectively in SectiorAll
to develop bounds for the corresponding half-path queuing

(15)

(16)

17)

delays.
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