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Abstract— The ability to accurately detect congestion events
in the Internet and reveal their spatial (where they happen)
and temporal (how long they last) properties would significantly
improve our understanding of how the Internet operates. In this
paper we presentPong1, a novel measurement tool capable of
effectively diagnosing congestion events over short time-scales(∼
50 ms or longer), and simultaneously locating multiple congested
points on an end-to-end path at the granularity of a single link.

Pong (i) uses queuing delay as indicative of congestion, and
(ii) strategically coordinates router-targeted probes with end-to-
end probes. Moreover, it (iii) has small measurement overhead,
(iv) achieves high sampling frequency by sending probes toall
intermediate nodes, including un-congested ones, (v) dramatically
improves spatial detection granularity (i.e., from path segments
to individual links), by using short-term congestion history, (vi)
considerably enhances the measurement quality by adjusting
the probing methodology (e.g., send 4-, 3-, or 2-packet probes)
based on the observed path topology, and (vii) deterministically
detects moments of its own inaccuracy. We conduct a large-scale
measurement study on over 21,000 Internet paths and present
their spatio-temporal properties as inferred by Pong.

I. I NTRODUCTION

Motivation. Despite existing measurements of spatial (e.g.,
[2], [3]) and temporal (e.g., [4]) Internet congestion character-
istics, developing a more insightful andjoint spatio-temporal
congestion “picture” of today’s Internet is valuable for several
reasons. First, obtaining answers to questions such as (i)
where does congestion occur (e.g., at the edges, in the core,
between ASes), (ii) how long and how intensive is congestion
depending on its location, or (iii) what is the probability of
observing one or more congested points on an end-to-end
path, would significantly improve our understanding of the
Internet. Moreover, the ability to accurately pinpoint congested
locations in real time is useful for fault diagnosis (e.g., [3]),
for the design of advanced delay-based congestion control
protocols (e.g., [5], [6]) or for building enhanced distributed
monitoring systems (e.g., [7], [8]).

Congestion has several appearances. The most severe one
induces packet losses, occurring whenever no buffering is
available for newly arriving packets at a node. However, the
first indicative of congestion in the Internet is increasedqueu-
ing delay, occurring whenever the arrival traffic rate is greater
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than the link capacity. A variable queuing delay leads to jitter
which can hurt the performance of interactive applications
or delay-based congestion control protocols. Queuing is more
likely to be observed; as such, it provides more diverse and
much finer-grain information about the underlying congestion.
Hence, we focus on the increased queuing delay as a viable
indicator of congestion.

Contributions. Our contributions are threefold. First, we
develop a novel measurement methodology capable of accu-
rately inferring spatio-temporal congestion properties of Inter-
net paths. We demonstrate that our methodology achieves high
precision in both spatial and temporal domains. Second, we
implement our methodology and build a novel measurement
tool — Pong. Due to its lightweight (low-overhead) nature,
Pong can be used not only for on-demand measurements,
but for long term monitoring as well. Third, we conduct a
large-scale measurement study (over 21,000 Internet paths),
provide novel insights and enhance our understanding of
spatio-temporal Internet congestion properties.

Methodology.Consider two endpoints and the path between
the two, consisting of a number of intermediate nodes. Assume
a symmetric path for the moment for simplicity. The goal is
to detect the spatio-temporal congestion property of this path:
at which links does congestion happen and how long does it
last?

Our methodology consists of two steps. First, endpoints
strategically combine end-to-end probes with probes targeted
to a certain intermediate node (e.g., 4 packets in total per
sample measurement) to estimate queuing delays on the two
half paths between that intermediate node and both endpoints.
Despite the fact that the resulting set of equations is under-
constrained [9], and thus the unique solution does not exist,
we manage to develop tightlower and upper boundsfor the
queuing delays on targeted half paths. Second, we sequentially
repeat the above coordinated measurements toall nodes along
the path. By correlating half-path estimates that are close
in space and time, we manage to locate congestion at the
granularity of a single link.

Challenges and Approach.A challenge for the proposed
methodology is path asymmetry: packets on forward and
backward paths between two endpoints do not necessarily
share the same set of intermediate nodes [10]. The same holds
for path segments traveled by TTL-limited probes or by probes
“targeted” to intermediate nodes [3]. To solve the problem,we
introducemeasurable pairs— pairs of nodes on forward and
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backward paths that could be effectively exploited to support
the coordinated measurements used by our approach. The key
insight is that even if probe packets do not travel the same
path segments, the 4-packet (4-p) methodology is still viable
as long as probes share the samecongestedsegments.

In certain scenarios, even when probes share different
congested points, we are able to exploit them by demoting
the approach to use 3- or 2-packet coordinated probes. While
the queuing-delay bounds that we develop in such scenarios
are necessarily looser than in the 4-packet scenario, they
are still extremely valuable and extensively used in practice.
Indeed, unique to our methodology is itsself-adaptability.
We leverage detected path topology properties and inferred
congestion patterns to automatically select the appropriate
probing technique (i.e., 4-, 3-, or 2-packet).

Handling Measurement Inaccuracies and Interferences.
Our methodology combines both end-to-end probing and
probing to intermediate routers. The former is considered
susceptible to several interference factors,e.g., clock skew and
route changes. The latter is considered susceptible to other
factors, i.e., some routers may assign a low priority to such
probes or not respond to them at all. As we will demonstrate
in this work, we are still able to effectively handle all these
measurement interferences in aunified and methodical way:
we define a new measure,quality of measurability, which helps
Pong to detect moments of its own inaccuracy, as we explain
in more detail below.

In our methodology, we detect moments of all these in-
terferences, including: router response anomalies (e.g., low
priority, ICMP queuing, rate limiting), clock skew and clock
jumps, temporary route alterations, permanent route changes,
other unknown interferences that introduce extra packet delays.
Once interferences are detected, we address them by either
filtering out measurement data affected by the interferences or
by annotating measurement results with error estimates.

Qualify of Measurability. The techniques we use to adap-
tively choose a probing technique and the approach we use
to detect measurement interferences exploit a single measure
– Quality of Measurability (QoM)(Section III-C.1). The long
term average value ofQoM indicates how well a path condition
is satisfied, hence how well a probing technique can be
applied. The instantaneous value ofQoM depicts the quality
of a measurement sample. It is also a sensitive indicator of
anomalies. WhenQoM shows a small instantaneous value, we
infer that the corresponding probing packets are affected by
some anomaly. On the contrary, ifQoM shows a large value,
we know that the sample has a good quality.

Evaluation and Measurement.We evaluatePong in the
Emulab testbed, and show that our tool exhibits desirable mea-
surement performance. It gives high resolution and accuracy
both in identifying multiple forward congestion points andin
decoupling backward congestion points. We also show that it
quickly converges to a suitable probing technique in response
to changing network conditions.

Next, we deployPong on the PlanetLab testbed [11]. At
first, we perform self-consistency tests on a large number of
paths and verify that congestion events at links shared by dif-
ferent paths are successfully detected byindependentendpoint

pairs. BecausePonghas a small measurement overhead (i.e.,
≈ 18Kbps per path), it is suitable for large-scale Internet
measurements. We measure over 21,000 Internet paths in an
attempt to reveal their spatio-temporal congestion properties.

Our measurement results show that the phenomenon of
“heavily” congested edges is actually dominated by congestion
on intra-AS links. At the same time, we show that inter-
AS links behave almost the same at edges and in the core.
Due to the “bipolar” behavior of intra-AS links, the Internet
edge is 4.5 times more congested than the core. Our time-
domain analysis indicates that congestion happening at edges
is clustered in time while congestion happening in the core
is relatively dispersed. Finally, we quantify the probability to
observe multiple congestion points on a path over a given time
interval; we find that it grows as a power function of the time
interval length, and decays exponentially with the number of
congested points.

Avenues for Future Research.We are currently building a
triggered measurement system based onPongon the PlanetLab
platform [11]. The goal is to explore potential correlation
between congestion and other factors,e.g., whether congestion
events exhibit certain spatial locality, or whether congestion
behavior is correlated to the peering policies between ISPs.
The system exploits the lightweight nature ofPongto perform
long term link congestion monitoring. Some congestion events
being captured on a given link will serve to trigger the system
to monitor the set of links that is in the “neighborhood” of the
given link. The underlying idea is to select vantage points that
provides the highest measurement quality for objective links.

The reminder of this paper is structured as follows. In
Section II, we introduce our measurement methodology, while
in Section III, we present our implementation — the mea-
surement toolPong. Then, in Section IV, we summarize our
measurement results from large scale Internet experiments.
Next, in Section V, we present related work. Finally, in Section
VI, we conclude.

II. M ETHODOLOGY

A. Coordinated Probing

The first step of our approach is to estimate queuing
delays onunidirectional half paths between endpoints and
an intermediate node. Because queuing can happen on both
forward and backward directions of a path, it is impossible
to directly measure queuing delays of targeted unidirectional
half paths. Thus, we develop several novel methods to measure
them indirectly.

1) Four-packet Probing: Consider a simplified symmetric
path scenario shown in Figure 1. Denote byf a sample one-
way delay between the source and the destination measured
by a “forward” probe. Next, denote byfmin the minimum
one-way delay observed (among measured samples.) Finally,
denote by∆f the correspondingqueuing delayexperienced
by the “forward” probe, and computed as∆f = f − fmin.
Likewise, denote byb a sample one-way delay between the
destination and the source measured by a “backward” probe,
and compute the corresponding backward queuing delay as
∆b = b − bmin. Next, denote bys a sampleround-trip
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Notations or Terms Brief Description Section
measurable point An intermediate node that replies to TTL-limited probes II-A.1
f, b, s, d probe Four types of probing packets II-A.1

∆f , ∆b, ∆s, ∆d Queuing delays measured by the four types of probing packets II-A.1
∆fs, ∆fd Queuing delays of unidirectional half paths (forward direction) II-A.1

pairing To pair up ans and ad probe II-A.2
measurable pair A pair of intermediate nodes used for pairing II-A.2

Lfs, Ufs, Lfd, Ufd Lower and upper bounds of∆fs, ∆fd II-A.3
Px, Pfs, Pfd Congestion probability of half paths II-A.7

weighted congestion count A measure quantifies congestion extent on a specific path segment II-B.2
weighted congestion frequency A measure quantifies congestion status on a detected congestion point II-C

TABLE I

SUMMARY OF IMPORTANT NOTATIONS AND TERMS

delay experienced by a “source” probe, from the source to
the middle-pointM and back, as indicated in Figure 1.

Similarly to the above scenarios, compute the corresponding
queuing delay as∆s = s−smin. In a real implementation,∆s

is the cumulative queuing delay experienced by a TTL-limited
packet sent by the source, and the corresponding ICMP reply
packet generated by routerM . Finally, using a “destination”
probe in the same way as the “source” probe, we compute the
round-trip queuing-delay estimate from the destination tothe
samerouterM and back, as∆d = d − dmin.

S D

bs

f

d
s

b

fs fd

bd

Intermediate node D Destination nodeS

M

Source node

Fig. 1. 4-p probing: a symmetric path scenario

Assume acoordinated effort by the sender (i.e., source
node) andreceiver (i.e., destination node) such that corre-
sponding probes travel the appropriate segmentsnearly syn-
chronously (we define “nearly” below). This is easy to achieve
in the case off ands probes, both of which are generated by
the sender. Provided that the two probes are sent back-to-back,
they will travel the half path fromS to M concurrently [3].
The same holds forb andd probes over theD to M half path.
The challenging part is to provide nearly concurrent travels for
thef andd probes over theM to D half path; and the same for
the b ands probes over theM to S half path. This difficulty
exists because those probes are generated by different nodes.
To deal with this problem, we apply coarse-grained endpoints
synchronization and probing-time rescheduling (Section III-
B.2).

It is essential to understand that contrary to capacity and
available bandwidth estimation techniques (e.g., [2], [12], [13],
[14]) which require packets to be sent back-to-back to reveal
desired network internals, we do not share the same problem
here. Because our scheme relies on thequeuing delayas the
indicative of congestion, it is the stationarity of that value
(on time scales oftens to hundreds of ms[4]) that effect our
measurement accuracy. Second, even when desynchronization
between probes grows to a level that jeopardizes the inference
accuracy, we are able to accurately detect and filter such
events, as we explain later in Section III-E.2.

Now, denote byfs theone-waydelay on the half path from

S to M , and by∆fs the queuing delay on the same half path.
Next, denote by∆fd the queuing delay on the half path from
M to D; similarly, denote by∆bd the queuing delay on the
half path fromD to M , and by∆bs the queuing delay on the
half path fromM to S. Finally, denote byc the clock offset
between endpointsS andD. Then, the following two sets of
equations hold.























f = fs + fd + c

b = bs + bd − c

s = fs + bs

d = fd + bd

f + b = s + d

or























∆f = ∆fs + ∆fd

∆b = ∆bs + ∆bd

∆s = ∆fs + ∆bs

∆d = ∆fd + ∆bd

∆f + ∆b = ∆s + ∆d

(1)

Given the measurements we obtain via4-p probing (∆f , ∆b,
∆s, and∆d), our goal is to estimate∆fs, ∆fd, ∆bs, and∆bd.
Unfortunately, the set of equations (1) is underconstrained
(e.g., [9]) and thus the unique solution does not exist. However,
we are capable of developinglower and upper boundsfor
targeted half paths. Indeed, our final goal is to understand if
there is congestion on a link and what is its intensity. For
such a cause, estimations of queuing-delayrangesare often
sufficient.

For example, for∆fs, it could be shown that∆fs ∈ [∆f −
∆d,∆f ] or ∆fs ∈ [∆s−∆b,∆s]. Thus, whenever∆b or ∆d

are small, we have a tight bound for∆fs. Indeed, given that
around 83% of links experience trivial congestion (SectionIV-
D.3), we are often able to reach tight queuing-delay bounds in
practice. More details about the algorithm we use to develop
queuing-delay bounds can be found in Appendix I.

2) Measurable Pairs: The key challenge for the coor-
dinated probing approach is that the forward and backward
Internet paths between two endpoints could be, and often are,
disjoint [10]. Thus, it is not guaranteed that probe packets
will travel the same path segments, as idealized in Figure 1.
To address this problem, we introducemeasurable pairs. A
measurable pair is any pair of nodes, typically one on the
forward and the other on the backward path, for which probes
share the samecongestedpath segments. For example, in the
4-p case, any pair of nodes that satisfies the condition

∆f + ∆b ≈ ∆s + ∆d (2)

is a 4-p measurable pair. Note that condition (2) is not strong
in practice. Since we are measuring queuing delays instead of
absolute delays, we only need probes to share thosecongested
segments, not the whole half-paths.

Figure 2 illustrates an example scenario. Despite the fact
that forward and backward paths are disjoint, it is still possible
to find pairs of nodes for which condition (2) is satisfied. Later,
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Fig. 2. 4-p probing scenario
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b
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Fig. 3. Fsd probing scenario

S D

f
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No available for thiscomplementary d probe MP

Measurable Point

b

Congestion

Fig. 4. Fsb probing scenario

in Section III-C.2, we provide an algorithm for effectively
pairing s and d probes based on thelong term correlation
among delays measured by the four types of probes2. Also, our
Internet experiments indicate that measurable pairs are quite
stable over time. This is because Internet routes do not change
so frequently, and also becausecongestion patternsand their
spatial distributions are typically stationary over longer time
scales, as we demonstrate later.

For a given intermediate node, we are not always able to find
a measurable pair that satisfies condition (2). One example is
given in Figure 3. Becauseb probe experiences congestion on
a path segment not shared by eithers or d probes, condition
(2) is not satisfied. In such scenarios, we usedemotedprobing
techniques consisting of a smaller number of packets (e.g., 3
or 2 packets). Below, we explain such techniques and develop
appropriate queuing-delay bounds.

3) Fsd Probing: Fsd probing technique is similar to4-p
probing to a great extent. It also requires pairing ofs and d
probes, but it does not requireb probes. Any pair of nodes
that satisfies the condition

∆f ≈ ∆s + ∆d (3)

is anfsdmeasurable pair. Figure 3 shows an example scenario.
As long asf , s, andd probes share the samecongestedpath
segments, condition (3) is satisfied.

Denote byx an arbitrary half path and byLx andUx lower
and upper queuing-delay bounds for that half path. For space
constraints, consider path segments on the forward path only,
fs andfd. Then, it could be shown that the half path queuing
delays on the forward path become























( ∆fs ∈ [Lfs, Ufs] ∆fd ∈ [Lfd, Ufd] )
Lfs = max(0, ∆f − ∆d)
Ufs = min(∆s, ∆f)
Lfd = max(0, ∆f − ∆s)
Ufd = min(∆d, ∆f).

(4)

4) Fsb Probing: Fsb probing technique employsf, s, andb
probes. Since it does not used probes, no pairing is required.
The condition forfsb probing is:

∆s ≈ ∆f + ∆b. (5)

In this case, the half path queuing delays on the forward
path become






























( ∆fs ∈ [Lfs, Ufs] ∆fd ∈ [Lfd, Ufd] )
Lfs = max(0, ∆s − ∆b)
Ufs = min(∆s, ∆f)
Lfd = max(0, ∆f − ∆s)

Ufd =

{

max(0, ∆f − ∆s + ∆b), ∆s > ∆b

∆f, ∆s ≤ ∆b.

(6)

2We do not need to resolve aliases. Alias resolution is neither necessary
nor sufficient to determine the pairing.

Figure 4 depicts anfsb probing scenario. Because conges-
tion resides only on paths shared byf , s, and b probes, no
complementary d probeis required. Condition (5) is satisfied,
and fsb probing can work effectively.

5) Two-packet Probing: Common for the above three
techniques is the existence of measurable conditions, in which
probes show certain correlation, as exemplified by Equations
(2), (3), (5). Not always are such conditions required to
estimate targeted half path queuing delays.Fs packet probing
is one such example (bd is another one, which we omit for
space constraints). In this case, only two types of probing
packets are sent —f ands probes.Fs probing can always be
used since it does not require any special condition. As long
as an intermediate node responds to TTL limited probes,fs

probing is applicable.
For fs probing, the half path queuing delays on the forward

path become






















( ∆fs ∈ [Lfs, Ufs] ∆fd ∈ [Lfd, Ufd] )
Lfs = 0
Ufs = min(∆s, ∆f)
Lfd = max(0, ∆f − ∆s)
Ufd = ∆f.

(7)

6) Choosing a Probing Technique: A same node might
become eligible for multiple types of probing techniques at
the same time. For example, thefsb scenario shown in Figure
4 could be “handled” byfs probing as well. However, the
queuing-delay bounds are necessarily looser as the probing
technique gets more and more demoted. For example, theUfd

bound forfsbprobing (Equation (6)) is tighter than that forfs

probing (Equation (7)), simply becauseb probe is available.
Likewise, theUfd bound becomes even tighter forfsd probing
(Equation (4)), which is because thed probe potentially brings
even more information about the underlying congestion status.
Hence, we select the probing technique based on the following
order of priority:

pri(4p) > pri(fsd) > pri(fsb) > pri(2p) (8)

Finally, for a given node, probing techniques can change
over time. This is either due to path changes or congestion
location hopping. As a result, for example, a node might be
used for4-p probing at first, but is demoted to2-p probing
after some time, then switches tofsd or fsbprobing from time
to time, and is finally promoted back to use4-p probing.

7) Inferring Congestion: Now we explain how to convert
half path queuing delays to a more appropriate measure, the
probability a half path is congested. Indeed, probability is a
more appropriate measure because absolute values of queuing
delay can be relative, yet persistence of congestion is whatwe
are interested in and it is well represented by the probability
measure. For a half pathx, denote byPx its congestion
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probability. To computePx, we apply a simple threshold-
based approach. If thelower boundof queuing-delay on a
half path is greater than a given threshold3 we setPx to 1.
Likewise, if the upper boundis below the threshold, we set
Px to 0. Otherwise,Px takes a value between 0 and 1 which
is calculated as a function of thelower bound, upper bound
and the threshold. WhenPx is greater than 0.5, we regard the
half path as congested, otherwise not congested.

B. Locating Congestion Points

1) Probe Scheduling: If we were concerned only by deter-
mining spatial path congestion properties, we would chooseto
send probes toall intermediate nodesconcurrently. This would
provide an accurate “snapshot” of a path at a given moment
in time. However, such an approach would limit the frequency
by which we can sample the path; consequently, it would
degrade the minimum measurable time-scale of congestion.
This is because some routers in the Internet rate-limit ICMP
responses (that we use fors and d probes) to a relatively
small rate (e.g., one response per 500 ms or 1 sec [3]). Yet,
congestion events can happen at shorter time-scales [4].

To improve the path sampling frequency, we adoptse-
quential scheduling. Assumen measurable points (e.g., either
individual nodes or measurable pairs) on an end-to-end path.
At time t0, we send the first coordinate probe set (e.g., 4-p
probes) to the first measurable point. Next, at timet0+50ms,
we send another probe set (e.g., 4-p again) to the second
measurable point, adjacent in space to the first one,etc. We
probe each measurable point once per second. Thus, we are
capable of improving the path sampling frequency by a factor
of n relative to the concurrent probing approach described
above. At the same time, it still ensures that probe sets to
consecutive measurable points are sent relatively close in
time (50 ms apart). This allows ourswitch pointapproach to
accurately determine spatial congestion properties despite the
fact that probe sets are not measuring network conditions at
exactly the same moments.

S D

P MPfs head( )

P MPfs tail( )

MPhead MPtail

P MPfd head( )

P MPfd tail( )

Fig. 5. Switch point approach

2) Switch Point Approach: Consider a path segment (a
link in most cases) between two consecutive measurable points
(MPs). Denote byMPhead a measurable point closer to the
source, and byMPtail a measurable point closer to the
destination, as illustrated in Figure 5. To become aswitch
point, the path segment must satisfy both of the following
conditions:

Pfs(MPtail) > 0.5 and Pfd(MPhead) > 0.5, (9)
Pfs(MPhead) ≤ 0.5 or Pfd(MPtail) ≤ 0.5. (10)

Condition (9) means that the half path between source and
MPtail is congestedand the half path betweenMPhead and

3In Section III-E.1, we provide a self-adaptive algorithm for setting a
threshold value based on path properties.

destination is congested. Likewise, condition (10) means that
the half path between source andMPhead is not congested OR
the half path betweenMPtail and destination isnot congested.
The above conditions are applicable for path segments that are
not at edges. For the two path segments at edges, the following
conditions are used:Pfs(MPtail) > 0.5, for the first path
segment, andPfd(MPhead) > 0.5, for the last path segment.

To quantify the extent of congestion, we define a measure
called weighted congestion count(WCC). Each time a path
segment is identified as aswitch point, we increaseWCC. If
there were no uncertainties, we would always set the increment
to be 1 such thatWCCworks exactly like a counter. However,
due to the existence of uncertainties, we use a weighted
increment (∈ [0, 1]) to capture our confidence on each switch
point. For example, the tighter the estimates of half path
queuing delays are, the more confident our conclusion is,
hence the higher the weight will be. In addition, wedouble
the increment amount if the following condition is satisfied
for a switch point:

Pfs(MPhead) ≤ 0.5 and Pfd(MPtail) ≤ 0.5. (11)

Condition (11) is much stronger than condition (10), and when
satisfied it indicates a much higher confidence of congestion
at this switch point. We maintainWCC records of several
different time scales. The shortest time scale is 10 seconds.

C. Tracing Congestion Status

The sequential scheduling approach “visits” each switch
point once every second, while our aim is to detect con-
gestion events at much shorter time scales. Indeed, we send
consecutive probe sets50ms apart. Thus, once candidate
congestion points are located by theswitch pointapproach,
we can effectivelyreusecoordinated probes generated toall
intermediate nodes to improve the sampling frequency of
congested nodes.

The method is as follows. We examineweighted congestion
count (WCC) history of each path segment to determine
candidate congestion points. AWCC history consists of six
10-secondWCC values of the recent 60 seconds. Based on
this, we compute acongestion positive rate (CPR)(∈ [0, 1]) as
described in Table II. A path segment is considered congested
if its congestion positive rate is nonzero.

Condition satisfied CPR assigned
1 WCC of recent 10 seconds> 1.5 1.00
2 WCC of recent 20 seconds> 2 0.90
3 WCC of recent 30 seconds> 2.5 0.80
4 WCC of recent 40 seconds> 2.75 0.65
5 WCC of recent 50 seconds> 3.0 0.50
6 WCC of recent 60 seconds> 3.25 0.35
7 None of the above is satisfied 0

TABLE II

COMPUTATION OF CONGESTIONPOSITIVE RATE (CPR)

Suppose we receive a probing result from a measurable
point that says there is congestion in front of this measurable
point (on the half path between the source and that measurable
point) but no congestion behind it. Based on this, we can
draw the conclusion that one or more candidate congestion
points in front of this measurable point are congested at
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this moment. A special case, which we extensively use in
practice, is that there existsa single candidate congestion
point in front of this measurable point. For this case, we
can deterministically tell that the candidate congestion point
is congested at this moment. Because a considerable percent
of links in the Internet are not congested (Section IV-D.3),we
can achieve high sampling frequency of congested points by
reusing probes to un-congested ones.

To quantify traced congestion status, we define a measure
called weighted congestion frequency(WCF) for each path
segment.WCF is computed over 30-second time intervals. If
there were no uncertainties, the meaning ofWCF would be
the percentage of probe samples in the 30 seconds reporting
that a specific path segment is congested. However, due
to uncertainties, we introduce a weight (∈ [0, 1]) for each
sample when updatingWCF. The weight is proportional to
the congestion positive rate mentioned above.

III. I MPLEMENTATION

A. Challenges and Objectives

We implement a novel measurement tool —Pong. Like
many other tools,Pongfaces several practical challenges. The
first is the lack of clock synchronization between end-hosts,
and the second is the limitation of the maximum probing
rate imposed by ICMP rate limiting at routers. We cope with
the first problem by developing a simple clock skew disposal
algorithm explained in Section III-E.2. Indeed, because we
are only interested in measuringrelative one-way delays, we
simply follow the well-established procedure (e.g., [5], [6]).
Moreover, the ability to detect relative one-way delay errors
by exploiting s and d probes in addition tof and b probes
improves our measurement accuracy. We cope with the second
problem by selecting long Internet paths thereby increasing the
total number of measurable points along a path. As a result,
the overall probing rate improves.

Pong is unable to measure very slight or transient con-
gestion (e.g., below 50 ms time scales), but rather measures
congestion with considerable scale that repeats frequently over
time. Thus, although the scope of measurements is inherently
limited, Pongis able to detect relatively stable and longer-lived
congestion events, which certainly enhances our understanding
of spatio-temporal Internet congestion properties.

B. Probing

1) Sending and Receiving Probes: All four types of
probing packets are UDP packets to a same UDP port. Each
packet is associated with aprobe idand around id. Probe ids
differentiate probes sent to different measurable points along
the path, andround idsdifferentiate probes sent in different
measurement rounds. Each measurement round is one second
long. During each round, sender and receiver sequentially send
setsof probes to each of the intermediate measurable points,
as explained above.

For f and b probes, we encodeprobe id and round id in
the UDP payload. Fors and d probes, we encodeprobe id
and round id in the 16-bit Identification field of IP header.
The size of all four types of probing packets is usually 56

bytes — a 28-byte header plus a 28-byte UDP payload. For
s and d probes, the received packets are ICMP responses
generated by intermediate nodes; their size is usually 56
bytes. Assume an end-to-end path with 10 measurable points.
Pong’s measurement overhead in terms of bandwidth becomes
10 × 4 × 56 × 8 = 17, 920 bps ≈ 18 kbps.

S andd probes are TTL-limited packets. Their TTL field in
IP header is set to the hop number of their probing measurable
point. In addition, ford probes we also use so-called “targeted”
packets. It is a UDP or an ICMP echo packet withdestination
IP address set to corresponding measurable point on the
forward path. Targetedd probe has the property that itsreturn
path is guaranteed to share (the latter half of) the forward path,
i.e., the path thatf probe travels. However, itsoutgoing pathis
not necessarily consistent with (the first half of) the backward
path, i.e., the path thatb probe travels. On the contrary, the
regular TTL-limitedd probe does right the opposite thing: its
outgoing path is ensured to share the backward path, while
its return path is not always consistent with the forward path.
Therefore, targeted and TTL-limitedd probes “play well” in
cases of different path patterns, thereby supplementing each
other.

2) Matching Probing Time: For coordinate packet
probing to function effectively, it is required that probing
packets travel shared congested paths nearly synchronously.
In particular, we aim to achieve the following (e.g., Figure
1): send time(f) = send time(s), send time(d) =
send time(b), recv time(f) = recv time(d), and
recv time(b) = recv time(s). In practice, we can only
directly control sending times; therefore, for each measurable
pair, we apply the following formulas:















send time(s) is predetermined4

send time(f) = send time(s)
send time(d) = send time(s) + fmin − dmin

send time(b) = send time(d)

(12)

While we do not require “hard” synchronization between
a sender and a receiver, (provided that we are interested in
measuringrelative one-way delays) some level of synchro-
nization is certainly needed. The key problem is to implement
the third line of Equation (12),i.e., match sending times of
probes generated by different machines. To solve the problem,
we apply a negative-feedback mechanism we explain below.

The difference between the scheduled receiving times off

and d probes is(send time(s) + fmin) − (send time(d) +
dmin). This difference is calculated at sender and used as the
negative feedback to the receiver. If the absolute value of this
difference is less than 1 ms, we regard that sender and receiver
have matched their probing times; otherwise, they adjust the
time offset by communicating via a control channel. Upon
receiving an adjust-time-offset command from the channel,
the receiver re-tunes the sending times ofd and b probes
accordingly.

C. Adaptive Tuning

4Sending times ofs probes are predetermined by the sequential scheduling
algorithm (Section II-B.1).
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1) Quality of Measurability : A common prerequisite for
4-p, fsd, and fsb probing techniques to work is a certain net-
work condition (identified by Equation (2), (3), or (5)). Such
conditions are not strong, but must be effectively checked.
To facilitate this checking we definequality of measurability
(QoM ) for each of the three techniques as follows:











QoM4P = 1 − |(∆f+∆b)−(∆s+∆d)|
max(∆f+∆b, ∆s+∆d)

QoMfsd = 1 − |∆f−(∆s+∆d)|
max(∆f, ∆s+∆d)

QoMfsb = 1 − |∆s−(∆f+∆b)|
max(∆s, ∆f+∆b) .

(13)

A QoM quantifies the extent to which a given condition is
satisfied. If it equals1, the condition is fully met; the closer
to zero it is, the poorer the condition. Also, as inferred from
Section II-A.5, noQoM is associated with2-p probing, since
it is guaranteed thatf ands probes share the first half of the
forward path.

From each probe set sent to a given measurable point,
we calculate an instantaneousQoM value. However, a sin-
gle instantaneousQoM sample is insufficient to accurately
determine whether a certain probing technique is suitable
for a given measurable point. Thus, we use anexponentially
weighted moving averageto determine theQoM trend over
longer (than several seconds) time scales. Comparing the
moving average ofQoM with certain thresholds, we decide
whether we should promote to or demote from certain probing
techniques. The thresholds settings are shown in Table III.
They are tuned based on Internet experiments. Moreover,

Technique Promote to the technique Demote from the technique
4-p probing QoM4P > 0.6 QoM4P < 0.5
fsd probing QoMfsd > 0.6 QoMfsd < 0.5
fsb probing QoMfsb > 0.5 QoMfsb < 0.4

TABLE III

QOM THRESHOLDSETTINGS

we compute confidence for each individualQoM value. The
larger the queuing delays observed by a probe set, the larger
the corresponding confidence value, and the larger the weight
given to this sample when computing the moving average.
Finally, to tell whether a measured queuing delay (i.e., ∆f ,
∆s, ∆d, and ∆b) is large or not, we set an appropriate
threshold by using an algorithm we explain in Section III-E.1
below.

2) Technique Hopping and Adaptive Pairing: Here, we
describe how to choose an appropriate probing technique
for each measurable point on an end-to-end path. The most
challenging sub-problem is how to pairs and d probes for
4-p and fsd probing.

During the bootstrap, we run our version of thetraceroute
program to explore hop information on an end-to-end path.
Once we know the hop IP addresses in both forward and
backward directions, we compare these IP addresses and make
our best guess about their relationship; more specifically,
which hops are joint nodes5 of the two paths. If a hop is
considered to be a joint node, we pair up the appropriates
and d probes for this hop, and set the initial technique to
4-p probing. During the measurement, we keep track of the
quality of measurability (Equation (13)) for this hop. If itis

not sufficiently high, we demote the probing technique.
For all those hops on the forward path that are not consid-

ered to be joint nodes, we simply initialize the technique to
2-p probing. However, during the measurement, we still try to
promotethe probing technique by pairing nodes on the forward
path with those on the backward path. We checkQoM4P ,
QoMfsd, andQoMfsb for these pairings. If any of theQoMs
become sufficiently high (e.g., exponentially weighted moving
average above a given threshold), we promote this hop to use
the corresponding technique.

Tuning probing techniques and pairing intermediate nodes
adaptively is a non-trivial task. A singles probe may have
multiple complementaryd probes available. Moreover, the set
of free d probes (has not yet paired up with others probes)
changes over time due to technique demotions and promotions.
To effectively address the problem, for eachs probe, we assign
a priority for eachd probe candidate. Priority is computed
based on (i) how many times we have tried pairing with this
candidate, (ii) what was the average duration this candidate
has “worked” from the time it is successfully paired to the time
the technique is demoted, and (iii) what is the averageQoM
this candidate achieves. We give higher priority to candidates
that are less frequently tried, achieve longer durations, and
have larger averageQoM.

D. Evaluating Pong in Emulab

1) Experimental Methodology: We evaluatePong’s per-
formance in theEmulab testbed. We emulate a topology
consisting of 12 nodes and 11 links. Each link has a capacity
of 100 Mbps and a delay of 2 ms. The two nodes at edges
run Pong such that they measure congestion on the 11 links
between them. We can generate congestion on arbitrary links.
To build modest congestion on a specific link, we leverage
TCP-based traffic generators provided byEmulab. We use
periodic on/off (50% time on, 50% time off) TCP cross traffic
with different periods to emulate simultaneous but independent
congestion on different links. Periods are varied in the range
from 0.5 to 2 seconds. In this way, we control the “ground
truth” of congested links. By comparing measured congestion
with the “ground truth,” we check the performance ofPong.

2) Experiments: Here, we initially evaluate the4-p prob-
ing technique. At first, we create congestion at links 1, 6, and 9
in the forward direction. Figure 6(a) plotsweighted congestion
count (WCC) and weighted congestion frequency(WCF) of
each link.WCC indicates detected congestion on individual
links via the switch point approach (Section II-B.2).WCF
traces congestion status on detected congested links (Section
II-C). Both WCCandWCF we show here are computed over
30-second time intervals. The figure shows thatPongidentifies
all three congested links with high accuracy.

In addition to the three strong modes at congested links’
locations,WCC also shows some small values on other links
as well. This is because theswitch pointapproach assumes that
probes to two neighboring nodes capture network conditionsof
thesamemoment. However, to improve the temporal inference

5We do not need to resolve aliases. A rough initial guess is enough, accurate
pairing will be achieved during adaptive tuning.
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(c) Add 2 forward bottlenecks
Fig. 6. Emulab experiment: 4-p probing scenario

characteristic of the underlying network path, we send these
two probes not exactly at the same time. As a result, such
inconsistency could lead to a false conclusion about congestion
on an un-congested link. However, as we can see in the figure,
the effect of such a false alarm is very limited, and it can
easily be filtered. This is exactly the reason whyWCF always
remains zero on un-congested links.

Next, we add two additional congested links (links 2 and
5) in the backwarddirection. Figure 6(b) plots measurement
results in this case. As we can see, although bothWCC and
WCF on the three forward bottlenecks are blurred a bit,Pong
still identifiesforward bottleneckswith high accuracy. Finally,
we remove these two backward bottlenecks and add two more
forward bottlenecks (links 5 and 11) instead. Figure 6(c) shows
that Pongsuccessfully identifies all the five bottlenecks.

3) Accuracy of Probing Techniques: Here, we evaluate
the performance of different probing techniques used byPong.
Our results are summarized as follows: (i) 4-p probing gives
very high resolution and accuracy in identifying multiple for-
ward congestion points and decoupling backward congestion
points. (ii) Fsd and fsb probing also show relatively high
accuracy (much higher than2-p probing). (iii) 2-p probing is
unable to decouple backward congestion points due to using
only f ands probes. However, even in the worst case scenario,
where2-p probing is used for all intermediate nodes, a single
congested link on the forward path still can be identified
with high accuracy. (iv) Our adaptive tuning algorithm is
sensitive to path condition changes (e.g., location changes of
bottlenecks, route changes of probing packets). It converges to
a suitable probing technique quickly, within 5 to 10 seconds
in our experiments.

E. Tuning Pong in the Internet

1) Evolving Threshold Setting Algorithm: In practice,
setting appropriate thresholds for queuing delays (to decide
whether a path or a path segment is congested, Section II-
A.7 and III-C.1) is a key to the measurement accuracy of
Pong. However, the round-trip queuing delay, the end-to-end
queuing delay, or the half-path queuing delay we can measure
directly or indirectly is thedelay-sumof many links. Due
to link heterogeneity of the real Internet, setting thresholds
for queuing delays is a non-trivial task. The threshold setting
algorithm and queuing delay distributions we explain below
are based on testbed and Internet measurements fromEmulab
andPlanetLabexperiments.

To stat distributions, we divide the range of queuing delays
into 30 bins. Bin 0 and bin 29 are two special ones. Bin
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Fig. 7. Example queuing-delay distributions

0 means queuing delay is less thanmin value (0.15 ms)
and bin 29 means queuing delay is larger thanmaxvalue
(24.7 ms). Bin 1 to bin 28 are regular bins, which span
the range [min value, maxvalue]. Bin size of bin 1 to bin
28 increases exponentially with a factor of 1.2,i.e., bin 1
is [0.15 ms, 0.18 ms], bin 2 is [0.18 ms, 0.216 ms], . . . , bin
28 is [20.6 ms, 24.7 ms]. Based on such bin settings, we
categorize queuing delay distributions measured in the Internet
into several patterns and design a threshold setting heuristic
for each of these patterns.

Figure 7 shows two examples of a dominant queuing delay
distribution we observe in our experiments. One is the end-
to-end queuing delay distribution of the 11-link path in our
Emulab experiment. The other is the end-to-end queuing delay
distribution of an Internet path which also consists of 11 links.
As we can see, the distribution on the Emulab path shows
a sheer two modes pattern — one corresponds to samples
observing no congestion, the other corresponds to samples
observing congestion. While the distribution on the Internet
path is inherently blurred, we can still observe two relatively
strong modes. In both scenarios, we set the threshold to a
proper value in between the two modes, as shown in the figure.

2) Other Tunings:
Handling clock skew and clock jumps.Clock skew and

clock jumps on end-hosts can significantly affect the accuracy
of queuing delays measured byf and b probes.Pongdetects
clock skew and clock jumps by tracking changes offmin

and bmin. For example, a linear decrease offmin or bmin

in time indicates clock skew. Once clock skew or clock jump
is detected,Pongautomatically filter out affected measurement
data to minimize measurement errors.

Handling route alterations. A path may experience route
alterations which can cause erroneous packet-delay estimates.
Pong can easily detect route alterations vias probes. Once
route alteration is detected,Pongpauses the measurement and
keeps track of route alterations.Pong resumes measurement
when the path is converged again.

Filtering out other anomalies.QoM is a sensitive indicator
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of errors. By using instantaneousQoM, we are able to filter
out many other anomalies, for example,ICMP queuing. The
time it takes a router to generate an ICMP response is usually
stable and small ([15], [3]); however, this is not always the
case,e.g., 100 ∼ 300ms periodic jumps can occur every
60 seconds as found in [3]. When anomalies happen,QoM
shows a small instantaneous value, which in turn shapes the
weight of an affected sample to a small value. Therefore,
probing results affected by anomalies have extremely small
effect when updating the final measurement result.

IV. M EASUREMENTS

A. Experimental Setup

We perform a large-scale Internet experiment using over 300
PlanetLab hosts. Although some argue that PlanetLab does not
provide a very representative view of the Internet (e.g., because
about 85% of the hosts are located withinGREN — Global
Research and Educational Network), it is still a very useful
platform for experiments on WAN. In any case, the question
whether the results from our study could be generalized to the
Internet as a whole, while extremely interesting, is beyondthe
scope of our work here. Currently, we are unable to make any
such generalizations.

Our experiment has measured 21,861 paths within 10 days.
We measure each path for 100 minutes. Out of these paths, we
filter the data suspected to have non-negligible measurement
errors. (One major cause of such measurement errors is the
undesirable environment at PlanetLab hosts,e.g., quite a
number of hosts are heavily loaded and clock synchronization
fails.) This leaves us with 17,587 paths (80% of the original
data), which is the data set we use to generate the measurement
results in this section.

1) Congestion Spikes: To study properties of conges-
tion, we introducecongestion spikes. A congestion spike is
a continuous congestion period on a path segment during
which queuing delay on a given link is consistently above
a threshold.

A congestion spike starts whennon-trivial congestion is
detected on the path segment and ends when no congestion,
or only trivial congestion, is detected within a given period
of time. In our implementation, congestion spikes on a path
segment are identified by exploitingweighted congestion
frequency(WCF), defined in Section II-C. It is a measure
reporting the fraction of samples that observe congestion at
a path segment during 30-second time intervals. A congestion
spike starts whenWCF exceeds 0.02, and ends when it falls
back below this value.

2) Intra-AS vs. Inter-AS and Edge vs. Core: In addition
to being capable of detecting congestion locations relative to
their hop distance from the endpoints, our goal is to separate
congestion events happening on intra- and inter-Autonomous
System (AS) links. Inter-AS links are believed to be more
congested, due to complex ISP peering policies [16].

To this end, we first resolve the AS number (ASN) for each
hop on a path, based on its IP address and by using the latest
BGP routing tables collected by theRoute Viewsproject [17].
Then, we reveal the link type based on ASNs. Starting from the

first hop, we move forward. If a hop shows an ASN different
from the previous hop, we infer that either the link between
these two hops, or the link in front of the previous hop, is the
inter-AS link. However, we do not know which of the two is
the actual inter-AS link. In such a case, we simply mark both
links as inter-AS links. Although this results in overestimated
number of inter-AS links, we find it has little affect on our
final results.

In addition, we divide links into edge and core links based
on their location on the path. To represent location, we use
a normalized location in the format of a percent number,
i.e., 0% means the first link on the path, closest to the
source, and 100% means the last link on the path, closest
to the destination. Edge links are those have:location <

20% or location > 80%; and core links are those have:
20% ≤ location ≤ 80%. (The value20% and 80% are set
based on the spatial distributions of congestion properties we
measured. Most congestion properties show sharp changes at
these two locations.) Combining the two taxonomies, we now
have four types of links as shown in Table IV:

intra-AS edge link both an edge link and an intra-AS link
inter-AS edge link an access link of an edge AS
intra-AS core link both a core link and an intra-AS link
inter-AS core link both a core link and an inter-AS link

TABLE IV

L INK CLASSIFICATION

B. Self-consistency Validation

Here, we correlate observations from different endpoints
that measure the shared path segments concurrently, and
determine if the measurements are consistent in both spatial
and temporal domains. Consistency over a large number (i.e.,
over 3,500 in our case) of independent measurements is a
strong indicator of the validity of the approach.

We collect data useful for self-consistency validation in the
following way. First, from the raw data, we collect a total
of 346,591 congestion spikes. Then, we select the congestion
samples that reside exclusively onphysical links for which
both ends are measurable points. In this way, we guarantee
that we know the accurate location (i.e., on the granularity of
a single link) of these samples. This leaves us with 335,391
remaining samples.

We further reduce the data set by filtering out congestion
samples that happen at network edges. We do this for two rea-
sons. First, congestion scale on edge links is much larger than
that in the core (see Section IV-D). Thus, to make our result
more convincing, we prefer to show self-consistency results
on links for which the congestion scale is relatively small.
Second, links near the core are more likely to be measured by
endpoints from different physical locations. Therefore, data on
these links is more suitable for self-consistency validation.

After filtering out congestion samples residing at edges,
160,813 samples remain. These congestion samples happen
on 6,168 different links and 8,552 different paths. We find
3,500 links are shared by more than one path (799 links by
more than 10 paths and 60 links by more than 100 paths).
Among them, we pick up the eight links that are shared by
the most paths. Table V describes information of these eight
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links. For example, link 2 is shared by 301 different paths;
these paths source from 57 PlanetLab hosts and are destined
to 35 PlanetLab hosts.

Link Type Path Sender Receiver
Link 1 inter-AS 312 3 140
Link 2 inter-AS 301 57 35
Link 3 intra-AS 295 19 69
Link 4 inter-AS 294 32 38
Link 5 inter-AS 262 120 3
Link 6 intra-AS 252 54 31
Link 7 intra-AS 243 6 110
Link 8 inter-AS 239 14 101

TABLE V

TOP EIGHT CONGESTEDL INKS OBSERVED BY MOST PATHS

For each of the eight links, we check related paths by
examining sets of link congestion status graphs generated by
Pong. We find thatPong locates congestion points with very
high accuracy. There are almost zero false positives on the
links close to the shared link. For the vast majority of these
paths,Pong showsno congestion on links right in front and
right behind the shared link when the shared link is congested.
This means thatPong experiences no “leaking” effects in
which congestion at one location is incorrectly allocated to
neighboring links. For those paths that do show congestion
on neighboring links, we find that such neighboring links are
the ones that are on the side closer to the edge. Such links
are also congested at other moments when the shared links
are not. Therefore, we conclude that such neighboring links
are actually experiencing congestion instead of showing false
positives caused by congestion on the shared link.

We also check temporal consistency for the congestion
measured on shared links. To accomplish this, we find con-
current measurements,i.e., overlapping measured time periods
for paths associated with a shared link. Then, we plot and
manually examine these periods. The results show relatively
high temporal consistency: during an overlapping period, if
on one path we observe congestion of the shared link, we can
also observe it on other paths — at the same time and with
similar congestion scales and time patterns.

C. Technique Utilization

Here, we summarize the results for the use of different
probing techniques and show their spatial distribution. Such in-
formation reveals valuable information about underlying path
topologies and spatial congestion distributions. The overall
result is as follows. The4-p and 2-p probing techniques are
utilized 56% and 36% of time respectively on average. Thefsb
probing is utilized 7% of time, andfsdprobing is only utilized
1% of time approximately. The large percent for4- and 2-p
probing is not a surprise. As explained in Section III-C.2,4-p
probing is always tried first, and2-p probing is the last resort.
Fsdandfsb techniques are applied only as transient techniques
between the default ones. Therefore, their percent is not high.
Particularly, for a large majority of cases wherefsd probing
is applicable, we can also find an appropriate pairing to make
4-p probing work. Hence,4-p probing is finally used. This is
exactly why percent offsd probing is the lowest.
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Fig. 8. Technique utilization vs. location

Figure 8 shows spatial locations for4-p and2-p measurable
points as well as for routers supporting targetedd probes. Fig-
ure 8 shows that4-p and2-p measurable points prevail: their
sum is typically above 90%. However, the spatial distribution
is not uniform. For the links closer to edges the4-p technique
prevails, which means there are many complementaryd probes
available. For the links closer to the core (e.g., 50% location),
the amount of complementaryd probes decreases. This is
because forward and backward paths are typically disjoint at
the core [10]. However, the figure shows that many of the
intermediate nodes ondisjoint paths in the core (over 45%)
could still be successfully paired.

D. Spatio-temporal Congestion Properties

To characterize Internet congestion properties in a fine-
grained and diversified manner, we introduce novel measures.
Below, we present these measures (Table VI) and summarize
their average values (Table VII). At the beginning of each
forthcoming subsection, we explain each measure and discuss
its spatio-temporal properties.

Measure Meaning
CD Congestion duration; duration of a congestion spike.
CI Congestion intensityof a congestion spike.

SCT Segment congestion time.
SCF Segment congestion frequency.

TABLE VI

SUMMARY OF CONGESTIONMEASURES

CD∗ CI SCT SCF SCT
SCF

All 1.93 0.063 0.0033 0.032 0.105
Intra-AS 2.08 0.070 0.0046 0.041 0.113
Inter-AS 1.54 0.043 0.0011 0.019 0.059
Edge 2.31 0.081 0.0058 0.047 0.124
Core 1.50 0.044 0.0013 0.020 0.068
Intra-AS (edge) 2.37 0.084 0.0068 0.054 0.124
Inter-AS (edge) 1.53 0.044 0.0011 0.018 0.060
Intra-AS (core) 1.50 0.045 0.0016 0.021 0.074
Inter-AS (core) 1.49 0.043 0.0011 0.019 0.057

∗ Values ofCD are in minutes.

TABLE VII

AVERAGE VALUES OF CONGESTION MEASURES

1) Congestion Duration: We define a congestion spike as
a continuous congestion period on a path segment (Section IV-
A.1). Congestion durationis simply the spike duration. Our
measurements over all collected spikes indicate that the spike
duration is not small. Its average is about 2 minutes, while
10% of the spikes last longer than 4 minutes.

Edge vs. core(shown in Table VII (columnCD)). Averaging
over all congestion spikes, congestion duration at edges is
larger than that at the core (2.31/1.5; 1.54 times larger). The
pattern is almost the same (2.37/1.5; 1.58 times larger) if we
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only consider congestion spikes on intra-AS links. However,
if we only consider congestion spikes on inter-AS links, it
does not show this pattern. On inter-AS links, congestion
duration at edges is very similar to that at the core (1.53/1.49).
Nevertheless, as we can see, the overall pattern is dominated
by the pattern on intra-AS links.

Inter-AS vs. intra-AS(shown in Table VII (columnCD)).
Averaging over all congestion spikes, congestion durationon
intra-AS links is larger than that on inter-AS links (2.08/1.54;
1.35 times larger). If we only consider congestion spikes
at edges, congestion duration on intra-AS links is 1.55
(2.37/1.53) times larger than that on inter-AS links, larger than
the overall average. However, if we only consider congestion
spikes at the core, congestion duration on intra-AS links
becomes almost the same as on inter-AS links (1.50/1.49).

2) Congestion Intensity: Congestion intensityof a con-
gestion spike is defined as the averagedweighted congestion
frequency(WCF) during the congestion spike. Below, we focus
on the spatial-temporal distribution of this measure.

Edge vs. core(shown in Table VII (columnCI) and Figure
9(a)). Figure 9(a) shows that the congestion intensity at edges
is larger than that at the core. For example, 15% of spikes at
edges have congestion intensity larger than 0.1, while only4%
of spikes in the core achieve such intensity. If we only consider
congestion spikes on intra-AS links, this pattern becomes even
more obvious (not shown in the figure; the result is available
in Table VII). Also, if we only consider congestion spikes on
inter-AS links, the congestion intensity at edges is very similar
to that at the core.

Inter-AS vs. intra-AS(shown in Table VII and Figures
9(b), 9(c), 9(d)). Figure 9(b) shows that congestion intensity
on intra-AS links is larger than that on inter-AS links. For
example, 12% of congestion spikes on intra-AS links are
“stronger” than 0.1; at the same time, only approximately 3%
of the spikes on inter-AS links have their intensity larger than
0.1. If we only consider the edge (Figure 9(c)), the inter- vs.
intra-AS intensity increases – CDF curves are more distant
from each other. However, if we only consider the core (Figure
9(d)), congestion intensities on inter-AS and intra-AS links are
almost the same.

3) Segment Congestion Time: For a given path segment,
we define the normalizedsegment congestion timeas the ratio
between the number of probe samples reporting congestion
on that segment and the total number of probe samples
available for that segment during the entire measurement.
Simply speaking, it indicates the fraction of time the segment
is experiencing congestion.

Figure 10(a) depicts the complementary CDF (CCDF) char-
acteristic for the segment congestion time for all measured
segments (the curve is marked by “all”). The curve shows
that 17% path segments experience non-trivial congestion
(congestion time larger than 0.001); 5% path segments have
the normalized congestion time larger than 0.01, and 1% path
segments have the congestion time larger than 0.1 (i.e., they
are congested more than 10% of the total measured time).
Our experiment was runcontinuouslyover 10 days. As such,
our results include not only day-time measurements, but also
nearly zero-congestion night-time periods.

Edge vs. core(shown in Table VII (columnSCT) and Figure
10(a)). Averaging over all measured path segments, segment
congestion time at edges is4.5 timeslarger than that at the core
(0.0058/0.0013). If we only consider intra-AS links, the above
ratio remains almost the same (0.0068/0.0016). However, ifwe
only consider inter-AS links, there is no such pattern. As we
can see, segment congestion times at edges and in the core
become the same (both are 0.0011).

Inter-AS vs. intra-AS(shown in Table VII (columnSCT)
and Figures 10(b), 10(c), 10(d)). The segment congestion time
statistics shows similar inter- vs. intra-AS patterns as the above
measures.

4) Segment Congestion Frequency: For a given segment,
we define thesegment congestion frequency(shown in Table
VII (column SCF)) as the ratio between the number of 30-
second time periods during which non-trivial congestion is
observed on that segment, and the total number of 30-second
periods during the entire measurement. This metric represents
the congestion frequency over a longer time scale.

The ratio between the segment congestion frequency and
the normalized congestion time,SCT

SCF
, describes the overall

“congestion density” (∈ [0, 1]). The larger the value, the more
clustered in time the congestion events are. Our experiment
indicates that the congestion density (shown in Table VII,
column SCT

SCF
) monotonically decrease from edges to the core

(e.g., 0.124 vs. 0.068). This reveals that congestion events at
edges are relatively clustered in time, while dispersed at the
core.

E. Path-level Congestion Properties

1) Path Congestion Time: To characterize the path-level
congestion, we simply sum up the normalized segment conges-
tion times for all segments that constitute this path, and obtain
the normalizedpath congestion time. If the path congestion
time is less than 0.002, the path is considered to haveno
or trivial congestion. Otherwise, if it is less than 0.03, we
characterize the path as beingslightly congested. If the path
congestion time resides between 0.03 and 0.15, we regard
this path as beingmoderatelycongested. Finally, if the path
congestion time is larger than 0.15, we characterize the path
as beingconsiderablycongested. Table VIII summarizes the
congestion properties of measured paths.

All paths 17,587 100%
Paths with no or trivial congestion 8,434 48.0%
Paths with slight congestion 5,453 31.0%
Paths with moderate congestion 2,412 13.7%
Paths with considerable congestion 1,288 7.3%

TABLE VIII

PATH-LEVEL CONGESTIONPROPERTIES

The result shows that approximately 52% of paths experi-
ence non-trivial congestion. Thus, despite relatively moderate
segment congestion time (Section IV-D.3), the path congestion
time is considerable due to an accumulation effect — an end-
to-end path “picks up” congestion on all underlying links.

2) Multiple Congestion Points: Figure 11 shows the
probability of observing one or more congested points on
an end-to-end path as a function of time-scales. Naturally,
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(d) At the core
Fig. 9. PDF and CDF of congestion intensity
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Fig. 10. CCDF of segment congestion time

over longer time-scales, the probability to observe congestion
increases. For example, the probability to observe at leastone
congested point over 30-second-long time intervals is 0.25,
while it becomes as much as 0.46 for 30-minute-long intervals.
Likewise, for a given time-scale, the probability to observe
multiple congestion points decreases. For example, for 1.5-
minute-long time intervals, the probability to observe twoor
more congested points is 0.1. Yet, the probability to see 10
or more congested points within the same interval is below
0.001.

With nonlinear least squares regression, we find that the
probability P to observe more thanN congestion points
simultaneously overT minutes long time intervals can be
approximated by the following relationship:

P ∝
Tα

eβN
(α = 0.4 ∼ 0.5, β = 0.4 ∼ 0.6) (14)
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Fig. 11. Probability of multiple congestion points

V. RELATED WORK

Active measurements can be divided into two categories:
end-to-end approaches (e.g., [18], [12], [13], [2], [14], [19])
and router-response-based approaches (e.g., [20], [21], [3]).
End-to-end approaches send single probe packets, packet pairs,
or packet trains. They measure one-way delay or packet
dispersion and infer end-to-end path properties such as bot-
tleneck capacity ([12], [22], [19]), available bandwidth ([18],

[14], [23]), or bottleneck location ([2], [23]). Router-response-
based approaches probe intermediate routers along a path and
diagnose link-level properties such as queuing delay, packet
reordering, packet loss rate, and the corresponding location.

Pong combines approaches of both categories and focuses
on inferring link-level queuing delays and congestion loca-
tions. Pong sends both end-to-end and router-targeted probes
and correlate them in a novel way. Unlike end-to-end tools
such asPathneck[2] or Stab[23], which can only locate the
dominant bottleneck or minor bottlenecks in front of the
dominant one,Pong is able to locate all congested points on
a path. Unlike router-response-based tools such asTulip [3]
or Pathchar [21], Pong correlates probes sent to different
intermediate routers in a more effective way, thereby achieving
a higher accuracy with a much lower traffic overhead.

BFind [24] exploits TCP’s property of gradually filling up
the available bandwidth and combines it with router-targeted
probes to measure the location of dominant bottlenecks. Their
experiments on PlanetLab show thatnon-accessbottlenecks
are equally split between intra-ISP links and peering links
between ISPs. This is consistent with our results (Section IV-
D) that congestion beyond the edge behaves similarly on intra-
AS links and inter-AS links. As recognized by its authors,
the main drawback withBFind is that it is a heavy-weight
tool that sends a large amount of data. As a result, it is only
applicable for short duration measurements. In comparison, the
overhead ofPong is very low, hencePong is also competent
for continuous monitoring.

Gurewitz and Sidi perform a mathematical study on esti-
mating one-way delays from round-trip delay measurements
[25]. However, their approach is difficult to apply in practice
for two reasons: (i) it requires knowledge of the exact path
traveled by a round-trip probe, while in practice the returning
path from a router usually can not be measured; (ii) even
if exact paths can be measured, the set of paths still has a
high probability not to satisfy the topology relations required
by their algorithm. In contrast, sincePongmeasures queuing
delays instead of absolute delays, it can easily mitigate the
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two problems —Pong tolerates agnostic of paths that probes
actually travel; also, the desirable conditions forPongto work
have a high probability to be satisfied in practice (Section II-
A.2). In addition, the approach of [25] requires measurements
from a large number of vantage points, whilePongonly needs
measurements from the source and the destination.

Network tomography approaches (e.g., [26], [27], [28],
[29], [30], [31]) exploit temporal correlations among multiple
receivers in a multicast-like environment and infer link level
characteristics such as delay and loss by only using end-to-end
probing. A recent work,Mils [9], has developed an unbiased
algebraic model that significantly reduces the complexity of
network tomography and improves its inference accuracy.
However, in comparison withPong, even when equipped with
Mils, a network tomography approach is still more complex.
In addition, since network tomography infers link properties
by measuringsharedsegments of multiple paths, it does not
work if an objective link can not be mapped to a shared
segment. Therefore, its measurable range on an individual path
is limited. On the contrary,Pong is able to measure all links
on a path. Moreover, it is challenging to deploy a network
tomography tool to generate measurement results in real time
asPongdoes.

The network radarapproach ([32], [33]) uses only round-
trip time measurements, and thus no longer requires the collab-
oration from receivers. As a result, it makes the measurements
much easier to deploy and significantly expands the scope of
measurable ranges on individual paths. However, the tradeoff
is radar’s vulnerability to interferences from shared segments
on return paths and from “noises” caused by receiving hosts,
thereby reducing its measurement accuracy and robustness.
In contrast,Pongachieves both high accuracy and robustness
in practice. In addition, althoughnetwork radarsignificantly
expands the measurable ranges on individual paths in com-
parison with traditional network-tomography approaches,it is
still unable to measure anarbitrary link on a path asPong
does.

End-to-end approaches have also been used to detect shared
congestion of multiple paths. For example, Rubensteinet
al. [34] detect shared points of congestion by taking advantage
of Poisson probes. Similarly, Kimet al. [35], [36] detect shared
congestion by using a wavelet denoising approach. Because
both approaches strictly leverage end-to-end measurements,
they must rely on advanced probing patterns and signal
processing methods to solve the problem. On the contrary,
Pongcombines end-to-end with router-response-based probes,
and provides an effective way to directly measure congestion
properties on individual links. As such, it can lead to much
more effective methods to measure shared congestion. We
leave this for our future work.

VI. CONCLUSIONS

In this paper, we presentedPong, a measurement tool we de-
signed to accurately reveal spatio-temporal Internet congestion
properties.Pongcan be used for long term monitoring in addi-
tion to on-demand measurement due to its lightweight nature.
In our approach, endpoints (i) actively probe the network in
a coordinated manner to estimate path congestion properties;

(ii) strategically combine end-to-end and router-based probes
to achieve high sampling frequency; (iii) effectively self-adapt
to the inferred topological characteristics and path congestion
properties to improve the quality of measurement; and (iv)
accurately detect and filter out periods of measurement inac-
curacy. Experiments in the Emulab testbed verify thatPong
achieves high accuracy in both spatial and temporal domains.

We deployedPong in PlanetLab, and measured spatio-
temporal characteristics of over 21,000 Internet paths. Our
findings are as follows. (i) The network edge is more fre-
quently congested than the core;4.5 timeson average. (ii)
However, once the congestion happens, the congestion inten-
sity at the edge is on average only 1.84 times larger than that
in the core. (iii) Overall, intra-AS links are more congested
than inter-AS links. More precisely, most congestion occurs
on intra-AS links at edges. (iv) At the Internet edges, intra-
AS links are much more congested than inter-AS ones. (v)
In the core, congestion on intra-AS links and congestion on
inter-AS links are similar. (vi) Intra-AS links at the edge are
significantly more congested than intra-AS links in the core.
(vii) For inter-AS links, there is little to no difference in the
congestion at the edge and in the core. (viii) Congestion events
at edges are relatively clustered in time, while dispersed in
the core. (ix) Approximately 17% of segments we measured
experience congestion; but only 1% of segments experience
congestion more than 10% of time. (x) Almost 52% of end-
to-end paths experience non-trivial congestion and 7.3% of
them experience considerable congestion. (xi) The probability
to observe multiple congested points on an end-to-end path
over a given time interval grows as a power function of the
interval length, and decays exponentially with the number of
congested points.
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APPENDIX I
DEVELOPING BOUNDS FOR HALF-PATH QUEUING DELAYS

First, we explain the method we use to estimate∆fs in the
4-p probing technique. For convenience, we replicate Equation
(1) from Section II-A.1 here as Equation (15). This is the set
of equations that hold in the4-p probing scenario.























∆f = ∆fs + ∆fd

∆b = ∆bs + ∆bd

∆s = ∆fs + ∆bs

∆d = ∆fd + ∆bd

∆f + ∆b = ∆s + ∆d

(15)

We start the estimation with two candidate ranges:
{

Candidate range 1 : ∆fs ∈ [∆f − ∆d, ∆f ]
Candidate range 2 : ∆fs ∈ [∆s − ∆b, ∆s]

(16)

In the ideal scenario, the lower bound of the two ranges
should be the same,i.e., ∆f − ∆d = ∆s − ∆b. However, in
practice, these two values could be differed to some extent due
to measurement errors caused by imperfect synchronization
between probes sent from the two endpoints. Therefore, after
aligning the lower bounds in a conservative way, we take an
intersection of the two ranges to reach the result[Lfs, Ufs].

The method to estimate∆fd is essentially the same, the
only difference is that we start with the following candidate
ranges:

{

Candidate range 1 : ∆fd ∈ [∆f − ∆s, ∆f ]
Candidate range 2 : ∆fd ∈ [∆d − ∆b, ∆d]

(17)

We can also estimate the two half-path queueing delays in
the backward direction (i.e., ∆bs and∆bd) in a similar way.

As we can see, in the4-p probing scenario, we have
two candidate ranges when estimating each half-path queuing
delay. This provides certain redundancies, which is an impor-
tant reason why4-p probing can be more accurate than all
the other three probing techniques. The methods we use to
estimate half-path queuing delays infsd, fsb and2-p probing
scenarios do not have redundant measurement data. We simply
follow Equations (4), (6) and (7) respectively in Section II-A
to develop bounds for the corresponding half-path queuing
delays.


